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1 The ARCANE suite

Post-quantum cryptography requires algorithms that are secure against quantum adversaries
and allow replacing traditional schemes like RSA and ECC for use cases like key exchange (or
encapsulation) and digital signatures. The ARCANE suite introduces two algorithms:

e ARCANE-Mithril: a post-quantum Key Encapsulation Mechanism (KEM);

e ARCANE-Octarine: a post-quantum Digital Signature (DS) scheme.

We highlight the main features that are shared across Mithril and Octarine.

Innovativeness. The security is based on the Radical Ring Learning- With-Rounding (RR-LWR)
problem [BRVW26], a Ring-LWR variant over a radical number field. In this variant, rounding
is applied coefficient-wise in the transported monomial basis, i.e., the image of the radical-ring
monomial basis under the number-field isomorphism formalized in Theorem 3. It can be used as
an alternative for Module Learning-With-Rounding (Module-LWR). It inherits the benefits from
Module-LWR (flexible parameter selection) while retaining most of the performance advantages
from Ring-LWR. Both the KEM and DS scheme operate over a radical ring of the form

Sqnk = (Zglyl/(y" +1))[2])/ (" —y —2), (1)

where ¢ and n are powers of two, and k is an arbitrary positive integer. There exists a straight-
forward isomorphism to the number-field representation S, , x = Zy[z]/((z*—2)"+1) [BRVW26,
Section 4], giving the radical-ring representation used for our transported-basis Ring-LWR vari-
ant. The ring S, is a degree k radical extension of the 2n-th cyclotomic field. As such,
standard implementation techniques (such as NTTs or other polynomial multiplication rou-
tines) can be used if desired, while the radical extension allows more efficient matrix generation
than a module structure.

We choose a power of two ¢ instead of a prime. This makes Mithril similar in design to
Saber [DKR'20, Section A.2|, but with a different choice of ideal lattice (RR-LWR instead of
Module-LWR). We also define a digital signature scheme Octarine following the well-established
Fiat—Shamir with Aborts paradigm [Lyu09, Lyul2] adapted to the RR-LWR setting. A previous
LWR-based signature scheme, MLWRSign, was proposed by Okada et al. [OTF*20]. We choose
a different approach by defining sy as the deterministic error from the public key s = As; —
L[ £ Asi], rather than the rational quantity [~ As;|—2As; in MLWRSign. Moreover, we choose
to compute s9 during key generation instead of during signature generation. This simplifies
the design and makes the overall construction closer to CRYSTALS-Dilithium [DKL*18] than
MLWRSign.

Simplicity. We use a Ring-LWR variant over the radical number field with coefficient-wise
rounding in the transported monomial basis described above; the concrete estimates account
for the resulting basis distortion relative to the usual canonical-embedding viewpoint. The
resulting KEM and digital signature scheme target conservative security notions such as IND-
CCA2 [BDPRYS| for the KEM and, for the digital signature scheme, SUF-CMA [ADR02] in the
random oracle model (ROM).

We aim to simplify existing designs in various ways. Firstly, by relying on a (radical) ring
structure instead of a module structure. Secondly, by minimizing the complexities of various
parameter choices through the use of a power-of-two ¢. All sampling is done in uniform distri-
butions in intervals [—«, a — 1] modulo a power of two «, and we unify the choice of « across
the parameter sets as much as possible. Generation of random elements in [—a, @ — 1] is done
by simply generating log,(2«) random bits. This implies that no rejection sampling is required
during secret, public-matrix, and masking-vector coefficient sampling and no (pseudo-)randomly



generated bits need to be discarded. We select parameters such that failure probabilities are
always negligibly small. In particular for the digital signature scheme, parameters for decompo-
sition and the Fiat-Shamir abort rejection loop are all based on powers of two, making bound
checks easy by simply checking if a carry occurred. We also reduce the number of rejections
during signature generation to reduce the variance in the signing time, making adoption in ap-
plication protocols potentially easier. For example, Octarine-128 on average requires 2.13 rounds
to complete a signing operation, with a standard deviation of 1.55. For comparison, Dilithium?2
has 4.25 rounds on average with a standard deviation of 3.72.

Flexibility. We inherit some of the advantages of lattice-based cryptosystems. Selecting g to
be a 13-bit or 24-bit power of two allows values modulo ¢ to fit within most modern-day CPU
words, making implementation straightforwardly possible. We make several design decisions
that increase the potential for secure and flexible implementation across architectures:

e While LWR with a prime modulus ¢ can be advantageous for fast implementation, through
the use of asymptotically efficient NTTs, a power-of-two ¢ has been shown to be pre-
ferred for masking [CJRR99, PR13|. Masking is often required for protecting against side-
channel and fault attacks, which is especially important in the setting of embedded sys-
tems and high-assurance implementations. Arithmetic-to-Boolean conversions (and vice-
versa) [CGV14, BBET18]|, a frequently used tool to create masked implementations, are
less complex for powers of two, as are sampling routines that do not require rejection sam-
pling. As embedded systems are already naturally constrained, simplifying side-channel
and fault protection countermeasures will help reduce the cost of implementations.

e By using a radical ring we reduce the size of the public matrix, which directly impacts
the memory requirements. For example, the matrix size is reduced by almost a factor of
seven compared to the ML-DSA-87 matrix: this matrix requires over 57.3 kB if 32 bits per
coefficient are used or over 41.2kB when stored in packed form. In comparison, we can
represent our public matrix in about 8.2kB if 32 bits per coeflicient are used, or 6.1kB
in packed form. This not only reduces the cost to generate the matrix, but also reduces
the memory impact to store the matrix across multiple uses (in particular, for signature
generation). This gives rise to better time-memory trade-offs for constrained systems.

e We represent all variables in standard domains to avoid dependencies on specific implemen-
tation or algorithmic techniques in the description of the algorithms. While performance
advantages might be achieved by representing elements in specific ways, for example in
NTT domains, this can limit the portability of the algorithms when targeting different plat-
forms. The arithmetic for the ARCANE suite algorithms can be efficiently implemented
using NTTs [CT65, Pol71], Toom-Cook [Too63, Coo66], Karatsuba [KO62|, or with the
use of existing hardware by using Kronecker substitution [Kro82, BRvV22|. We show that
performance remains competitive with respect to state-of-the-art lattice-based cryptosys-
tems. In particular, by representing the Mithril private key polynomial s in normal domain
instead of NTT domain, we only require log,(2n) bits per coefficient, as opposed to logs(q)
bits for Kyber, significantly reducing its size.

Compatibility. The security level of this RR-LWR family is largely determined by the lattice
dimension, which depends on the polynomial degree (n) and the radical extension degree (k).
By increasing the power-of-two n we improve the overall efficiency of the arithmetic operations,
while varying k offers more fine-grained control over the security level akin to Module-LWR.
While n = 256 is a common choice for KEMs, it leads to challenges for achieving a 128-bit
security level as the lattice dimension is selected as either 512 or 768. As dimension 512 can
provide insufficient security (or leave very little margin) and dimension 768 generally provides



a security level that is too high, we take a conservative design approach for the KEM and select
n = 128 with £ = 5 to work with a lattice of dimension 640. Concretely, this increases the bit
security from 140 for Kyber and Saber to 153 bits under the refined attack model. The ideal
lattice based on our radical extension can be represented with an element that is linear in k, as
opposed to quadratic in k£ for Module-LWE /LWR, so we mitigate some of the impact on the cost
of matrix generation. Our design strategy results in a slight increase of the key and ciphertext
size and impacts the overall performance compared to using a smaller lattice. However, we
believe this to be acceptable to ensure one has more confidence in the achieved 128-bit security
level.

We unify n = 128 across all KEM parameter sets to simplify the implementation in both
software and hardware. For the digital signature we select n = 1024 across all parameter sets
to maximize the performance based on the cyclotomic sub-ring structure, varying k = 1,2, 5.
There are many more parameters to play with, affecting performance, key sizes, rejection rates,
signing time variance, etc. We select parameters such that the public key and signature remain
similar to other lattice-based proposals, while improving performance and reducing the variance
of the signature generation for some of the common parameter sets: e.g., the number of expected
repetitions in the signature generation is reduced by a factor two when comparing ARCANE-
Octarine-128 versus CRYSTALS-Dilithium-2 [DKL*18] (2.1 versus 4.3 repetitions, respectively).

To maximize the re-use between the digital signature and the KEM, we select all sampling
distributions to be uniform distributions in intervals [—«, @ — 1] modulo a power of two a.
For both the digital signature scheme and the KEM we select o = 2 as the default sampling
distribution, deviating only for one of the parameter sets as the security impact would be too
significant. Packing and rounding operations based on powers of two are efficient and optimally
use the required bits. In both cases we select n to be an NTT-friendly degree (i.e., a power
of two), allowing arithmetic based on NTTs if this is the optimal choice for a given platform.
While n is not the same between the KEM and digital signature, a shared implementation
can be achieved by using the multiplication with n = 128 as a sub-routine for a degree-1024
multiplication. For example, with ¢ = 2'3 for the KEM and ¢ = 2* for the digital signature, a
32-bit NTT-friendly prime p; can be selected for using NTTs, which can be used for the KEM,
as well as for the digital signature using the ring Zj, p, = Z;, X Zp,. This can be implemented
with a single module to operate in Z, for an arbitrary prime p, re-using most of the code, with
a small layer for a 2-prime CRT computation on top to convert back from Z,, x Zj, to Z,. We
demonstrate this in our reference implementation and optimized implementations, highlighting
its efficiency.

Note that the choice of prime, or the use of NTT at all, is not part of the specification and
is purely an implementation choice, and other implementation methods can be chosen if they
result in better performance.

Extensibility. The constructions are intended to serve as reusable building blocks beyond
the concrete instances specified in this document. The KEM can be integrated into higher-
level protocols for ephemeral key establishment, KEM-DEM encryption, and authenticated
key-establishment mechanisms, provided that the surrounding protocol supplies the required
authentication, key-confirmation, and composition guarantees. It can also be combined with
classical or other post-quantum key-establishment mechanisms in a hybrid mode, supporting
algorithm agility during migration.

At the suite level, the modular organization of the schemes also leaves room for future vari-
ants. In particular, alternative parameter profiles, hash/XOF /KDF instantiations, or implemen-
tation profiles may be considered without changing the underlying radical-ring operations. Such
variants should nevertheless be accompanied by updated correctness bounds, concrete security
estimates, and implementation validation.

Octarine supports standard signing applications such as general-purpose message signing,



code signing, digital certificates, and secure attestation. Moreover, because the scheme follows
the Fiat—Shamir paradigm, the same algebraic setting may provide a starting point for more
advanced Fiat—Shamir-based signing constructions, including threshold signatures [PN25].

Thus, the RR-LWR framework should be viewed not only as a collection of fixed KEM and
signature instances, but also as a platform for future protocol integration and carefully analyzed
variants that reuse the same radical-ring structure.

Performance Advantages on Various Platforms. The conservative design choices of the
ARCANE suite allow implementations to be optimized for a wide range of target platforms. In
particular, the specification deliberately decouples the choice of polynomial-arithmetic method
from the algorithm: implementations may use NTT-based, Toom—Cook, Karatsuba, schoolbook
multiplication, or architecture-specific techniques when appropriate.

For meaningful comparisons with established lattice-based schemes, the performance sections
additionally report SHAKE-based benchmarking configurations where applicable, alongside the
submission measurements based on the specified pseudoX0F instantiation. In the KEM setting,
the SHAKE-based AVX2 comparison covers Mithril-128 and Mithril-256; the optimized AVX2
implementation of Mithril-128 is slower than ML-KEM-512 by a factor of about 1.4. This differ-
ence can be partly attributed to the larger estimated security margin of Mithril-128 compared
with ML-KEM-512. At the higher security level, the performance gap between Mithril-256 and
ML-KEM-1024 decreases to about a factor of 1.1, again with Mithril providing a larger estimated
security margin.

In the digital-signature setting, Octarine-128 is faster than ML-DSA-44 for key generation
and signing, while ML-DSA-44 remains faster for verification. At the higher security level, Oc-
tarine-256 outperforms ML-DSA-87 across the measured signing and verification operations, with
speedups of 1.13 for signing and 1.23 for verification. These results show that the ARCANE de-
sign achieves competitive performance while retaining conservative security margins and leaving
substantial flexibility for platform-specific optimization.

We note that the advantages of the ARCANE schemes, like reduced memory consumption
and pseudo-randomness generation for the public key matrix, will be increasingly beneficial for
smaller Arm or RISC-V based platform cores where the cost of the XOF dominates. Moreover,
the simple design choices should significantly help with side-channel and fault-protected imple-
mentations, as demonstrated for example by the advantages of Saber over Kyber, as well as
remaining flexible for hardware designs that can be based on various types of multipliers. We
aim to quantify these improvements in future versions of the specification.

2 Introduction

For the remainder of this document we focus on the specification of the digital signature scheme
ARCANE-Octarine (or the shorter Octarine).

2.1 Overview of the Basic Approach

The Fiat—Shamir with aborts paradigm was originally proposed in [Lyu09] and forms the basis of
several practical lattice signature schemes. We give a high-level description of how the approach
works in our setting. A detailed algorithm specification is available in Algorithm 3.

Key generation. The signer samples a public matrix A from a seed p and draws a secret
vector s; with bounded coefficients. The LWR rounding b = L%Asﬂ forms the main component
of the public key. The rounding error so = As; — %b is stored in the secret key. Intuitively, s
records the discrepancy introduced by LWR rounding. During signing, it allows the signer to



compensate for this discrepancy when forming the verifier’s reconstructed commitment, while
avoiding rational arithmetic. See Section 5 for the motivation behind this definition.

Dilithium [DKL"18| (which became the ML-DSA standard) introduced a public-key com-
pression method using the Power2Round function and including a hint vector in the signature.
We also use this technique to reduce the size of the signature further by an additional d bits,
where d € {11,13,14} for the different parameter sets.

Signing. The signer draws a masking vector y with uniformly random coeflicients bounded
by 71, computes the commitment w = Ay, and extracts its high bits w; = [w/(272)]| (where
v2 is a power of two, hence the division corresponds to a simple right bit shift). A challenge
seed ¢ is derived by hashing the message digest u together with wy; the challenge polynomial
¢ = SamplelnBall(¢) is computed, and a candidate response z =y + ¢s; is formed. To prevent
z from leaking information about the secret key, the signer applies rejection sampling. The first
rejection test bounds ||z||o, ensuring that the distribution of accepted responses is sufficiently
independent of s;. The second rejection test bounds the low-order part of w + cso, ensuring
that the verifier can recover the same high-order commitment using the public key and the hint
bits. The parameters are chosen so that the expected number of repetitions is small: 2.1, 2.3,
and 3.6 expected repetitions for Octarine-128, Octarine-256, and Octarine-512, respectively.

Verification. Verification recomputes an approximation to the original commitment from the
response z, the challenge ¢, and the compressed public key

/ d
W Approx — Az —c- %bl 2%,

where by is the high-order part of the public key, d is the number of bits dropped in the
Power2Round compression, and c is recovered from the challenge hash ¢. This value differs from
the signer’s commitment only by the controlled rounding terms from public-key compression
and LWR rounding. The hint vector h is used to correct for the carries caused by the missing
low-order bits by, yielding w). The signature is accepted if wj = wy, i.e., ¢ = H(u||w}), and
[Z]loe <71 — B

Our parameters target three security levels and are selected conservatively with respect to
the best known classical and quantum attacks against the underlying RR-LWR and SIS-type
hardness assumptions. The scheme is modular in the sense that adjusting the ring dimension
scales most of the security level without changing the overall structure of the algorithms, though
careful selection of other parameters (mainly p, 1, 71, 72 and 7) is still required to balance the
performance characteristics with the exact security level.

2.2 Relation to Existing Work

We compare Octarine to the most relevant existing lattice-based digital signature schemes.
Among existing proposals, the closest points of reference are CRYSTALS-Dilithium [DKL 18]
(standardized as ML-DSA) and the LWR-based signature scheme MLWRSign [OTF*20]. Other
digital signature schemes of note are Falcon [PFH'22] and HAETAE [CCD*24]. As these
schemes differ more substantially from ours, we focus on performance and size when comparing
against them.

Our construction follows the well-established Fiat—Shamir with aborts paradigm, but com-
bines it with a different algebraic setting and a different treatment of the rounding error. The
resulting design is intended to improve the overall balance between conceptual simplicity, imple-
mentation efficiency, memory usage, and robustness of hardened implementations. In particular,
our goal is not only to obtain competitive asymptotic security and performance, but also to re-
duce the engineering complexity of deploying the scheme in constrained and side-channel-relevant
environments.



CRYSTALS-Dilithium / ML-DSA. Octarine shares the high-level signing structure of ML-
DSA, but departs from it in several important design choices.

First, we instantiate the scheme over the radical ring S, ,, 1, and base security on the RR-LWR
assumption rather than on Module-LWE. This choice gives rise to a different implementation
profile. In particular, we select ¢ as a power of two. This choice does not preclude the use
of fast multiplication techniques, including NTT-based implementations, but it avoids making
the design dependent on a specific NTT-friendly prime modulus. In our setting, power-of-
two arithmetic leads to a simpler and more uniform algorithmic structure, while still allowing
efficient arithmetic through NT'Ts, Toom—Cook, Karatsuba, or other multiplication techniques
depending on the target platform. From a specification perspective, this removes a substantial
amount of complexity and makes the construction less tied to one particular implementation
strategy. While this has an impact on performance, we show in Section 7 that Octarine-128 is
faster than ML-DSA-44 in key generation and signing, but ML-DSA-44 is faster in verification,
whereas Octarine-256 is faster than ML-DSA-87 in all measured operations.

Second, our parameter choices are driven by a conservative security objective across all
targeted security levels. In particular, we include a 512-bit target security level and adapt the
hash domain and output lengths accordingly. For uniformity at the 512-bit security level, we
enlarge the relevant hash outputs (e.g., the digests tr and p and the per-signature seed p” to
1024 bits), while the challenge hash ¢ retains its security-level-dependent length A\/4; smaller
outputs would suffice at the lower security levels. This avoids level-dependent special cases in
the specification and implementation, and keeps the overall structure of the scheme unchanged
across parameter sets. More generally, our 128-bit and 256-bit parameter sets are chosen so as
to maintain a conservative margin with respect to the relevant SIS- and RR-LWR-based attacks,
rather than optimizing only for minimal sizes. This design philosophy is adopted for long-term
evaluation and deployment.

Third, compared to ML-DSA, we simplify several low-level components that are highly rel-
evant in practice. Since our secret coefficients are sampled from intervals [—2, 1] or [—4, 3], we
sample secrets by generating 2 or 3 bits at a time without the need for rejection. Similarly, by
choosing ¢ = 2%, public-matrix coefficients can be generated in a bit-exact way from pseudoran-
dom output, again without discarding random bits. This is a small algorithmic change, but it
has important practical consequences: it results in straightforward constant-time sampling rou-
tines, improves reproducibility across implementations, and reduces the amount of control-flow
variability that implementers must harden. In contrast, even when the underlying distribution
is simple, non-power-of-two ranges typically force additional rejection logic.

Fourth, we deliberately choose 71 and 7 to be powers of two. This replaces a number of
decomposition-related operations by simple rounding operations and bit shifts. As a result,
the analogue of MLL-DSA’s HighBits, LowBits, and Decompose functionality can be expressed
through a more regular bit-level interface. This is beneficial not only for software simplicity, but
also for implementation assurance: arithmetic expressed through shifts, masks, and additions
is generally easier to validate, optimize, and harden than arithmetic that depends on modular
decomposition rules.

Fifth, we increase the ring degree to n = 1024. This has two distinct advantages. On the one
hand, it increases the amount of ring structure available to the implementation, which improves
the efficiency of the underlying arithmetic. On the other hand, it directly affects the challenge
generation process: since SampleInBall places T non-zero coeflicients in a polynomial of degree
n, a larger value of n allows us to reduce 7 while maintaining the required challenge entropy.
This in turn reduces § = 71, thereby enlarging the admissible interval for the response and
increasing the success probability of the Fiat—Shamir abort loop. In other words, the larger ring
dimension is used not merely for arithmetic efficiency, but also to improve signing efficiency and
to reduce the variance of signing time. For example, at the 256-bit security level, the expected
number of repetitions decreases using this design from roughly 3.85 to approximately 2.3. This



is a meaningful practical advantage: lower rejection rates reduce average signing cost, narrow
timing variability, and simplify integration in systems with tighter latency constraints.

MLWRSign. A previous LWR-based signature scheme, MLWRSign, was proposed by Okada
et al. [OTF"20]. The main difference is the treatment of the rounding error.
MLWRSign represents the rounding discrepancy through the rational quantity

MLWRSign _ |p p
Sy = L6A51-| —5A51 € Sq/p7n7k,

and consequently introduces the auxiliary error terms

& =[2Ay] - 2Ay, &=l —cso, v=[&—&],

to express the signing and verification equations. By contrast, we define

Sy = ASl—%b S Sq/p,n,kv

B QSMLWRSign
pS2

where b = L%Asﬂ. The two definitions are related by so = , so that s9 is an

integer element of S/, 1, k-

The two definitions contain the same information up to the known scaling ss = — ng/ILWRSIgn

but the algorithmic consequences are quite different. Our formulation avoids rational arithmetic
entirely, eliminates the need for the extra bookkeeping variables &1, &2, and v, and keeps the
scheme much closer to the standard Fiat—Shamir with aborts template.

A second advantage is that our definition makes the distributional role of the rounding
error more transparent. The coefficients of sy are always bounded in the integer interval
[—q/(2p), q/(2p) — 1]. Heuristically, if one treats As; as uniform modulo ¢, this derived er-
ror is close to uniform on that interval; this stronger uniform-product heuristic is distinct from
the RR-LWR assumption on the rounded value b. Independently of this heuristic, the public
key (A,b) is, by construction, an RR-LWR sample with deterministic error so. This makes the
connection between the algorithm and the underlying hardness assumption particularly explicit.

Finally, MLWRSign recomputes the rounding error during each signing invocation. We
instead compute sy once during key generation and store it in the secret key, exactly because it is
fully determined by A and s;. This shifts a small amount of work and storage to key generation,
but avoids repeated computation during signing. We consider this a favorable trade-off: key
generation is performed rarely, whereas signing is the online operation in most deployment
scenarios. Storing so therefore reduces per-signature cost, simplifies the signing code path, and
makes the dynamic behavior of the implementation more regular. From an engineering point
of view, this is again aligned with our broader design goal of prioritizing online efficiency and
implementation robustness over minor savings in secret-key size.

Overall, Octarine can be viewed as combining the architectural clarity of ML-DSA with a
cleaner LWR-based formulation than MLWRSign. Relative to ML-DSA, the main advantages are
the use of a power-of-two modulus, simpler sampling and decomposition procedures, improved
signing efficiency through a reduced abort rate, and substantially smaller matrix representations.
Relative to MLWRSign, the main advantages are the elimination of rational arithmetic and aux-
iliary correction terms, a more direct interpretation of the public key as an RR-LWR sample, and
lower signing cost by precomputing the rounding error during key generation. We believe these
differences amount to a materially simpler and more implementation-oriented design, rather
than a minor reformulation of existing techniques.

)

2.3 Security

In the classical random oracle model (ROM), we prove that the scheme is SUF-CMA secure
and has the BUFF ownership properties together with the corresponding weak non-resignability



Security Size (B)

Scheme Attack BKZ (b) C Q sk pk sig
. key recovery 424 124 112

Octarine-128 unforgeability 439 198 116 2432 1344 2564
. key recovery 924 270 245

Octarine-256 unforgeability 010 266 241 4608 2368 5449
key recovery 433 126 115

ML-DSA-44 unforgeability 123 124 112 2000 13122420
key recovery 883 258 234

ML-DSA-87 unforgeability 009 265 9241 890 2992 4627
key recovery 458 133 121

Falcon-512- forgeability 41 120 108 281 89T 666
key recovery 936 273 248

Falcon-1024 unforgeability 052 977 952 2305 1793 1280
key recovery 428 125 109

HAETAE-120 unforgeability 400 119 105 (o070 992 1463
key recovery 988 288 253

HAETAE-260 unforgeability 878 256 225 2720 2080 2908

Table 1: Security estimates for key recovery (LWR) and existential unforgeability (SIS) and size
comparison in bytes between Octarine and related lattice-based schemes.

statement in the idealized high-min-entropy model. The unforgeability reduction uses the RR-LWR
assumption and a SIS-type assumption, while the BUFF-style properties follow from the checked
challenge digest under the stated hash-function and encoding assumptions. The RR-LWR problem
is the radical-ring analogue of Module-LWR and is formally defined in Section 6.1.1. Section 6
gives the full security analysis, including the ROM security reductions and concrete classical and
quantum attack-cost estimates for the proposed parameter sets.

We provide a high-level comparison with other lattice-based signature schemes in Table 1.
The comparison reports classical and quantum Core-SVP costs for secret-key recovery and for
the short-solution relations associated with signature forgery. The forgery column uses the EUF-
CMA estimate. Corresponding SUF-CMA estimates may differ because strong unforgeability
can require an additional homogeneous short-solution relation; this difference is particularly
significant for HAETAE.

3 Preliminaries
This section presents all background material required for the specification.

3.1 Notation

Ring elements. The ring of integers is denoted Z and for a positive integer ¢, Z, denotes the
quotient ring Z/qZ. Given a positive integer m, the m-th cyclotomic polynomial, denoted by
®,,, (), is defined as the unique monic polynomial whose roots are the primitive m-th roots of

unity, in particular,
m
K
D, (2) = H (1‘ - 627”5) ,
k=1

ged(k,m)=1



where €2 for ged(k,m) = 1 are the primitive m-th roots of unity. It can be shown that
®,,(x) has integral coefficients and from the definition it follows that deg(®,,(z)) = ¢(m),
where p(m) is Euler’s totient function, which counts the number of positive integers less than
m that are relatively prime to m. For m = 2n with n itself a power of 2, it is well known
that ®,,(z) = 2™ + 1. The polynomial quotient ring is denoted as R, = Z,[z]/(f(x)) where
f(x) € Z[z] is monic.

Let n be a power of two and k a positive integer. We define the cyclotomic ring Ry, =
Zqly]/(y" + 1) and

Sgnk = Rgnla] / (wk —y—2)

as the degree-k radical extension of Ry ,. Elements of S, ;. are represented as polynomials
g = Zf:_ol g;r® with coefficients g; € R,,n. Regular lower-case letters denote elements of Z or

Z,. Bold lower-case letters denote elements of Ry, or S, p, i (polynomial or ring elements). Bold
upper-case letters denote matrices.

Modular representations. For an even integer o and r € Z, we write 7’ = 7 mod « to denote
the unique representative 7 in the range [—a/2, «/2) satisfying ' = r (mod «), including —a/2
and excluding «/2. For « a power of two, this is equivalent to extracting the least-significant
logy () bits of r. Unless otherwise mentioned, we assume all variables to be represented in a
stgned interval. If this operation is implemented in a modern CPU with 32- or 64-bit words,
one has to be mindful of sign extension if top bits are dropped. We extend this operation
coefficient-wise to elements of S, 1.

Norms. For a ring element g = Z;:ol girt € S¢nk and g; = Z;.Zol gi,jyj € Ry, we define
gllcc = max; ;|g;; mod g|.

Sampling distributions. We use D, (R) to denote the distribution used to sample the vari-
able x from the ring R. If the sampling is done deterministically from a seed o, we use the
notation Dg(R;0). If multiple seeds o1, ..., 0, are used we write Dy (R;01,...,0.,) and they
are concatenated into o = o1 | ... | oy, before sampling. For example, this is used to append
ring indices to the various seeds.

Hash functions. The algorithms use hash functions H(input, outlen) with variable (extend-
able) output length, where outlen is given in bytes. The output length of H is specified separately
for each invocation. The security proofs require H to behave as a random oracle with \/2-bit col-
lision resistance and A-bit preimage resistance, where X is the target security level. The concrete
instantiation of H will be specified together with the final parameter sets.

3.2 Lattice-based Cryptography

Understanding the theoretical and practical aspects of LWR requires an introduction to the
learning with errors (LWE) problem [Reg05] and its more popular structured variants: ring
learning with errors [LPR10] and module learning with errors [BGV12, LS15]. We refer the
interested reader to the comprehensive surveys related to LWE [Regl0, Peil6].

3.2.1 Learning with Errors

Let the module rank d be a positive integer and let x denote a distribution over R. Let s € Rg
be a secret vector and define the distribution Ay, as

Agy = (a,b = (a,s) +emod q) ERngq

where a < U (Rg) is sampled uniformly at random and e < x is the error term.
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The search LWE problem is given access to polynomially many independent samples from
Ay, recover the secret s, while the decision LWE problem is to distinguish between samples
drawn from A, and samples drawn uniformly from Rg x Ry. In practice, one often takes
R, = Z,z]/(f(z)) with f(x) the cyclotomic polynomial

f(z) = Pop(x) =a™ +1

with n a power of two. In this Ring-LWE variant all operations are performed within the
ring R,. A single Ring-LWE sample embeds n Plain-LWE samples worth of information while
drastically reducing the size of cryptographic keys. Furthermore, the choice of the cyclotomic
polynomial allows for the polynomial multiplication to be computed very efficiently using the
Number Theoretic Transform (NTT) [Pol71], a variant of the Fourier Transform that involves
only integer arithmetic.

The Module-LWE problem [BGV12, LS15] generalizes both Plain-LWE and Ring-LWE, of-
fering a flexible intermediate structure which enables a trade-off between security and efficiency.
In Module-LWE, the secrets are vectors of polynomials and a Module-LWE sample consists of
(a,b), where b = (a,s) +e. Hence, Module-LWE is a generalization of the Plain- and Ring-LWE
versions. Setting the rank d = 1 specializes to the Ring-LWE problem whereas setting the ring
to be Z and the rank d = n particularizes to the Plain-LWE problem. Additionally, for a given
parameter choice of a Module-LWE, the difficulty of the problem, i.e., the security of the scheme,
can be adjusted by simply tuning the module rank.

3.2.2 Learning with Rounding

Introduced in [BPR12|, learning with rounding can be viewed as a derandomization technique
for LWE. In LWE one computes (a, s) + ¢ mod ¢: the error term e is added to the inner product
(modulo ¢). Instead of this addition, the idea of LWR is to scale and round this inner product
to some smaller group Z,. Specifically, this rounding divides the elements in Z, up into p
contiguous intervals and maps an element of Z, to its corresponding index in Z,. The value
of p needs to be smaller than ¢, otherwise, no error is introduced. This rounded inner product

L% (a, s>—‘ is denoted as

(a,s)], = E’ (a, sﬂ €7,

Here Z, (resp. Z,) is represented by [0,¢[ (resp. [0,p[). Note that when p | ¢, the rounded

version of the uniform distribution on Z, is again uniform on Z,. The rounding operation can

be extended to vectors / polynomials by applying it coefficient-wise. Analogously to the ring

and module variants of learning with errors, one can define ring and module versions of LWR.
The decision version of the Learning with Rounding problem is as follows.

Definition 1 (Decision Learning with Rounding, based on [BPR12, Definition 3.1]). Let n > 1
and moduli ¢ > p > 2 be integers. Let R, = Zg[x]/ f(x) be as defined above.

e (Plain-LWR): For a vector s € Zy, define the LWR distribution L to be the distribution
over Zg X Zy obtained by choosing a vector a < Zy uniformly at random, and outputting

(a,b=[(a;9)1,).

e (Ring-LWR): For a polynomial s € Ry, define the ring-LWR distribution Lg to be the
distribution over Ry xRy, obtained by choosing a < Rq uniformly at random and outputting

(a,b=la-s],).

o (Module-LWR): Fixz a module rank d > 1. For s € Rg, define the module-LWR distri-

bution Lg to be the distribution over Rg x R, obtained by choosing a < Rgl uniformly at
random and outputting (a, [(a,s)],).

10



The decision (ring/module-) LWR,, ,,, problem is to distinguish (with non-negligible advan-
tage in n) between polynomially many independent samples (a;,b;) < Lg and the same number
of samples drawn uniformly and independently from Zy X Z,, Rq X Ry, or Rfll x Ry, respectively.

3.2.3 Security of Learning with Rounding

The high-level idea for the security of LWR is to show that the security is statistically close to
that of solving decision-LWE (distinguishing from random u) [AKPW13]:

stat comp

(a,[{a,s)],) = (a,(a,s) +e) = (a,u).
The security of LWR was initially studied in [BPR12]. This paper shows the following result.

Theorem 1 (Reduction to LWE [BPR12, Theorem 3.2|). Let x, be any efficiently sampleable
family of probability distributions, indexed by the security parameter n, over Z which is S(n)-
bounded (that is, Pryc (x| > B8] < negl(n)). Let ¢ > p-B-n*W). Then for any distribution over
the secrets s € Zy solving decision-LWR,, 4, s at least as hard as solving decision-LWE, o for
the same distribution over s.

Theorem 1 requires that the modulus ¢ > p - 3 - n¢@ is super-polynomial. This result
was improved by [AKPW13| by providing a security reduction that works for a larger range of
parameters: the size of the modulus ¢ used is not super-polynomial but polynomial [AKPW13,
Thm. 4.14Cor. 4.2]. Specifically, the authors show the hardness of LWR using parameters n,
m (the number of samples), ¢, and p assuming the hardness of LWE parameters n’, m, ¢, 8 as
long as
for some parameter v > 1. For the reduction to work the modulus ¢ needs to be much larger
than the number of LWR samples m. Hence, when an attacker is allowed to choose the number
of LWR samples (and is not fixed a priori) the modulus ¢ becomes super-polynomial again.
The modulus g needs to be prime or the above inequality should hold for the largest prime
divisor gmax of g. Moreover, the result requires ¢ and q/gmax to be co-prime: this implies that
the result does not hold when the modulus ¢ is a power of two.

This restriction is lifted by the results from [BGM™16]. Firstly, the bound on the modulus
q is improved to

q > 2mpBp

and secondly, this result holds without any number-theoretic restrictions on ¢: specifically, the
result holds when the modulus ¢ is a power of two [BGM'16, Thm. 1 + Thm. 3].

Theorem 2 (One-wayness of LWR [BGM 16, Theorem 1]). Let p, q, n, m, and 3 be integers
such that q > 2pf. For every algorithm Learn,

Pra[Learn(A, | As] ) = s]?
Prlasara Las +1,) = o) > SRR S8

where A < Zy'*", the noise e is independent over all m coordinates, B-bounded and balanced in
each coordinate, and s is chosen from any distribution supported on Zg*.

This result proves the hardness of LWR when the number of samples m is bounded. More
recently, the authors of [NR23| studied the unbounded setting and in this regime identify a
barrier using “pointwise” reductions from LWE to LWR. The main result of this work and the
associated conjecture require the modulus ¢ to be prime [NR23, Thm. 1 + Conj. 1]: which is
not the case in our design. It should be noted that the results of [NR23| indicate new ideas are
necessary to prove the security in the unbounded sample setting and does not suggest that LWR
is easy.
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3.3 Rings as Structured Modules
In the setting of Module-LWR a single sample is of the form [(A,s)],, where A,s € RF | with

17
k the rank of the module. The samples are selected such that A is uniformly distributgd and s
and e are generated from a “small” distribution. If m samples are selected then the security level
is equivalent to a Plain-LWR problem with matrix of size mn x kn, under the assumption that
the ring and module structure cannot be exploited. By selecting m = k one recovers the setting
of typical KEMs, where the learning with rounding problem is defined by a square matrix. For
simplicity we assume that m = k from here onwards.

The main advantage of Module-LWR is that k& can be arbitrarily chosen. For example,
Saber selects k € {2,3,4}. For contrast, Ring-LWR based on a cyclotomic ring achieving the
same security level would sample from R, and therefore must restrict k to powers of two
and cannot select £k = 3. On the other hand, the advantage of Ring-LWR is that a sample
element A contains only kn different elements in Z, (a single element A € R, ;) compared to
k%n for Module-LWR. (k samples of elements in R](;,n)' The quadratic scaling of Module-LWR,
reduces the efficiency compared to Ring-LWR, but the greater flexibility with k allows for easier
instantiations of concrete parameter sets.

It is well known how Ring-LWR corresponds to (or can be viewed as) a structured Module-
LWR instance. For each power of two k | n we have the isomorphism

Ry = Zalal/ (2" + 1) = (Zly)/ (% + 1) 1]/ 2* — ) 2
by sending
n k—1 n/k—1
s(z) = Zsixi =Y si(y)-a?,  where s;(y) = Z Skitj Y-
i=0 j=0 i=0

This simply divides the polynomial s up into k parts s;(y), where each s;j(y) contains the
coefficients with degree equal to j modulo k. For example, for k = 2 we have sy(y) containing
the coefficients of even degree and si(y) the coefficients of odd degree. Taking two elements
A,s € Ry, under this isomorphism we see that

A= [ vl o],

where each operation takes place in the ring Z,[y]/ (y% + 1), and in particular ya; corresponds
to an anti-cyclic rotation of the coefficients of a1(y). This follows from the fact that

A-s = (ao(y) +ar1(y)z) - (so(y) + s1(y)x)
= aoso(y) + (aos1(y) + arso(y))z + ars1(y)z”
= aoso(y) + yars1(y) + (aos1(y) + arso(y))z mod (2 — y).

For k = 4 we would instead get

ao(y) y-as3(y) y-a(y) y-ar(y)] [so(y)

A.se 1@ aly)  y-asly) y-axy)| |si1(y) 3)
az(y)  a1(y)  aoly) y-as(y)| |s20y) |’
as(y) a2(y)  ai(y)  aoly) ] [s3(y)

operations now taking place in Zq[y]/(y% + 1). More generally, it is easy to see that A - s
corresponds to a multiplication of a k x k circulant matrix with upper right triangle multiplied
by y. For comparison, for £k = 4, a Module-LWR matrix multiplication is structured as

ao0(y) ao1(y) ao2(y) aos(y)] [so(y)
aro(y) aia(y) a2(y) ais(y)| |si(y)
az0(y) a21(y) a22(y) a23(y)| |s2(y) |’
aso(y) asi(y) asz2(y) ass(y)] [s3(y)

12



where arithmetic also takes place in the ring Z,[y]/(yT + 1).
To summarize, for any k | n one can view a cyclotomic Ring-LWR sample as a structured
Module-LWR sample of rank & where

uniformly random, for j =0,

aij(y) =4 Y- Whti—jo(y), for 0 <i<j <k, (4)
ai—jo(y), for0<j<i<k.

The above reinterpretation is purely syntactic and has no impact on the security. Under the ring
isomorphism in Eq. (2), a cyclotomic Ring-LWR sample is mapped bijectively to the structured
Module-LWR instance of rank k described in Eq. (4). Any distinguisher or secret-recovery
algorithm for structured Module-LWR, immediately yields one for Ring-LWR by composing
with the inverse isomorphism, with identical advantage and essentially the same running time.
Hence, viewing a cyclotomic Ring-LWR sample as a structured Module-LWR, sample of rank
k does not alter the underlying hardness assumptions nor concrete estimates: it is simply a
different representation of the same distribution (and the same reasoning applies to LWE).

3.4 Radical Ring-LWR

The observations from Section 3.3 form the key ingredient for defining a different way to interpret
and define new rings and parameters for Ring-LWR and Module-LWR based schemes.

Instead of using a power-of-two cyclotomic f(z) = 2™ + 1, we select the polynomial f(z) =
(zF — 2)™ + 1 for a power of two n and strictly positive integer k. It can be shown that f is
irreducible [BRVW26, Lemma 1|, implying that Q[z]/(f(z)) is a number field and as such we
can define a Ring-LWR-type problem for this f(z). In the ARCANE instantiation, rounding
is applied coefficient-wise in the transported monomial basis, namely the image of the radical-
ring monomial basis {327} under the number-field isomorphism; the connection with the usual
canonical-embedding viewpoint is handled in the security section by bounding the corresponding
basis distortion. A priori it may seem that the change of polynomial removes the advantages
that power-of-two cyclotomics offer. However, there exists a simple ring isomorphism

Sqne = Zala] /(2% = 2)" + 1) = (Zq[y]/ (y" + D[a]) /(=" —y —2), (5)
z* y+2.

While Sy, 1 is not a cyclotomic ring itself, it has a large power-of-two cyclotomic subring in
which arithmetic optimizations (such as NTTs) can still be used. The field defined by f(x) is
thus a degree k extension of the 2n-th cyclotomic field and the role of the extension degree k is
similar to that of a module rank, allowing easier scaling of the hardness of the underlying lattice
problem than for cyclotomic rings in which n must be a power of two. Since the polynomial
zF — y — 2 defines a degree k radical extension of the 2n-th cyclotomic field this type of ring is
referred to as radical Ring-LWR (RR-LWR) in the learning with rounding setting.

Note that even if one would consider a more general m-th cyclotomic field instead of just a
power of two n, it would still be impossible to construct cyclotomic fields with a large power-of-
two cyclotomic subfield and of given degree. Indeed, since the degree of the m-th cyclotomic field
is given by Euler ¢(m), the possible extension degrees are limited to integers of this form and
even more so when a large power-of-two subfield is required for efficiency reasons. To illustrate
this: since there are no integers m with ¢(m) = 3 or ¢(m) = 5, there do not exist cyclotomic
fields that correspond to degree 3 or 5 extensions of a two-power cyclotomic field. With the
above choice of f(x) such fields are immediate simply by setting k = 3 or k = 5.

Compared to using a generic module structure, the above construction has the advantage of
imposing a ring structure that reduces the computational complexity and randomness compared
to Module-LWR. That is, the matrix A consists of k as opposed to k? uniformly random elements

in the cyclotomic ring. More concretely, for elements A,s € S ,, 1, and writing A = Zi‘:ol a;(y)z’
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and s = Zi:ol si(y)z?, the polynomial multiplication A -s corresponds to the matrix multipli-
cation

ao(y)  (W+2)-ar1(y) (W+2)-aw2(y) - (y+2) ay) 2(1)8;
a1(y) ao(y) (2 aealy) - (+2)-aaly)) | ooy | (6)
ak_.l(y) ak—'z(y) ak—:%(y) o ao.(y) _Sk—;(y)_

All operations in this matrix multiplication take place in the cyclotomic ring Z,[y]/(y™ + 1).
Compared to the Ring-LWR matrix structure in Equation (3), we see that it essentially simply
replaces the multiplication factor y by y + 2.

One has to be careful how to instantiate Ring-LWR over a number ring different from a
cyclotomic ring; in the security section we formalize our instantiation as a transported-basis
Ring-LWR variant over the radical number field and account for the basis change used in the
concrete estimates.

4 Algorithm Description

In this section we describe all the components that are needed to build the Octarine digital
signature scheme. We specify the full algorithms in Algorithm 3.

Parameter sets and security levels. The algorithms are parameterized to support multiple
security levels in accordance with the submission requirements. In particular, three parameter
sets are specified to target classical security strengths of 128, 256, and 512 bits, respectively.
For each parameter set, the corresponding quantum-resistant security strength is estimated to
be no less than 80, 128, and 256 bits.

Each parameter set instantiates the same algorithmic structure, differing only in the choice
of parameters that determine the underlying lattice dimension and modulus sizes, and some
of the constants related to the signing algorithm. This unified design enables a consistent
implementation framework across all security levels while allowing fine-grained scaling of security
through parameter selection. The full list of parameters is summarized in Table 2.

Ring Selection. We operate over a radical ring of the form

Sqnke = (Zglyl/(y" +1)[2]/ (" —y —2), (7)

where ¢ and n are powers of two, and k is an arbitrary positive integer. This is the same ring as
used by Mithril. There exists a straightforward isomorphism to the number-field representation
Synk = Zgx]/((z% — 2)" + 1) [BRVW26, Section 4], giving the radical-ring representation used
for our transported-basis Ring-LWR variant. The ring S, , 1 is a degree k radical extension
of the 2n-th cyclotomic field. As such, standard implementation techniques (such as NTTs or
other polynomial multiplication routines) can be used if desired, while the radical extension
allows more efficient matrix generation than a module structure.

We unify the choice of ¢ = 224 and n = 1024 across the parameter sets and vary k to obtain
the appropriate matrix dimensions. We select g to have a bit length that is a multiple of 8 to
simplify implementation, and maximize n to allow for the use of NTTs if preferred. Moreover, as
q is exactly double the size of the prime used by Mithril, we can re-use its building blocks more
easily. Again, while this is an NTT-friendly ring, we design our schemes such that the use of NTT
is completely optional. The Ring Learning-With-Rounding problem is defined by rounding error
q/p. We select p such that s; is sampled uniformly from [—7,n — 1] and the derived rounding
error sp = As; — Z%b is bounded in the same coefficient interval, where n = q/(2p). Heuristically,
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Octarine-128

Octarine-256

Octarine-512

n 1024 1024 1024

k 1 2 )

€q = logy q 24 24 24

ep = logy p 21 22 92

0 4 2 2

d 11 13 14

T 16 36 87

A 128 256 512

- 918 919 921

- 917 918 920

B=mn 64 72 174

w 79 210 399

Challenge entropy 131 257 512

# Repetitions 2.1 2.3 3.6

Da Ue, Ue, Ue,

Ds, Uy Us Uy

Private key (bytes) 2432 4608 11776

Public key (bytes) 1344 2368 5184

Signatures (bytes) 2564 5449 14713
LWR Hardness (uSVP)

BKZ block size (b) 434 935 2788

Classical Core-SVP (0.292b) 127 273 814

Quantum Core-SVP (0.265b) 115 248 739

Refined estimate (gates) 153 294 817
LWR Hardness (BDD)

BKZ block size (b) 424 924 2181

Classical Core-SVP (0.2920) 124 270 637

Quantum Core-SVP (0.265b) 112 245 578

Refined estimate (gates) 150 291 686

SIS Hardness (EUF-CMA; SUF-CMA in parentheses)

BKZ block size (b) 439 (419) 910 (916) 2340 (2340)

Classical Core-SVP (0.2920) 128 (122) 266 (267) 683 (683)

Quantum Core-SVP (0.2656) 116 (111) 241 (242) 620 (620)

Refined estimate (gates) 156 (150) 288 (290) 691 (692)

Table 2: Parameter sets, encoded sizes, and hardness estimates. For the SIS hardness rows,
the main entries are the EUF-CMA estimates used in Table 1; the parenthesized entries are the

corresponding SUF-CMA estimates.
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if one treats As; as uniform modulo ¢, this derived rounding error is close to uniform on that
interval; this is a stronger uniform-product heuristic, distinct from the RR-LWR assumption on
the rounded value b. Each coefficient of the s; and sg can be represented with exactly logs(2n)
bits, which is either 2 or 3 bits for our parameter sets.

Hashing. Octarine requires hash functions, or more specifically eXtendable Output Functions
(XOFs), for instantiating random oracles, message digest creation, as well as generating pseudo-
random bits for key material and ephemeral secrets. All hash and XOF inputs are domain-
separated and length-delimited.

First, let P = ¢“ARCANE-Octarine-v1”’ be a fixed protocol prefix. For a label L, output byte
length o, and ¢ byte-string fields X7, ..., Xy, the header Head(L, o, t) is the concatenation of the
fields below, where all integers are encoded little-endian.

Field Value Bytes
Protocol prefix P 18
Label length |L| 1
Label L |L|
Security level A 2
Module rank k 1
Output length o 4
Field count t 1

Each variable-length field is prefixed with its own length, and a labelled input is the header
followed by every encoded field:

Field(X) = IntegerToBytes(|X|,8) || X,
Encode(L,0; X1,...,X;) = Head(L,o0,t) || Field(X1) || --- || Field(X}).

We write
Hp(X1,...,X:;0) =H(Encode(L, 0; X1, ...,X¢),0).

The random-oracle calls used by the signature scheme are:

e Key derivation: (p,p', K) < Hygs(&; |pl + |0/| + | K|) expands initial randomness into the
public seed, secret seed, and signing key. The parameter-set values A and k are included
in the common encoding header.

e Public key hash: tr <— Hy (pk; |tr|) compresses the public key into a short digest for use in
signing and verification.

e Message representative: pn < Hpy(tr, M;|p|) pre-hashes the message together with ¢r, so
that the signing algorithm processes a fixed-length input. In particular, the variable-length
message M is encoded with its own length.

o Signing randomness: p" < Hyhopp(IK,m0d, 11; |p"|) derives per-attempt randomness for
sampling y. Including K hedges against poor randomness, including rnd provides nonce
freshness.

e Challenge hash: ¢ < Hep(u, wi;|¢|) derives the Fiat—Shamir challenge seed from the
message representative and the commitment high bits.
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The output length of H is specified separately for each invocation. The security proof requires
H to behave as a random oracle with \/2-bit collision resistance and A\-bit preimage resistance,
where A is the target security level. We note that the security of the scheme does not de-
pend on the specific choice of hash function, as long as the security requirements are satisfied.
For the reference and optimized implementation families, we instantiate H with the SM3-based
pseudoX0F. The additional SHA3/SHAKE implementation family instantiates H with SHAKE256.
As SHAKE256 only achieves 256-bit security at most due to its 512-bit capacity, the canonical
512-bit implementation uses the SM3-based pseudoXOF rather than SHAKE256.

Second, we also require a XOF for pseudo-random bit generation to expand private and public
key material from seeds. This is used in the generation of s1, A, y, and ¢ (for SampleInBall). We
use XOF) for the XOF on public data A, XOFg for secret sampling, and XOF¢ for challenge
expansion. The challenge-expansion XOF uses the same Encode format with label XOF_C. The
high-volume seed-expansion XOFs XOFu and XOFgs use a compact length-delimited encoding
to avoid unnecessary extra compression blocks in the implementation:

A0X1 || id || IntegerToBytes(\,2) || IntegerToBytes(k,1) || IntegerToBytes(o,2)
|| IntegerToBytes(|s|,1) || s || IntegerToBytes(i,1) || IntegerToBytes(¥,1).

Here id = 1 for X0F_A, id = 2 for XO0F_S, s is the seed passed to the XOF call, ¢ is the polynomial
or stream index, and ¢ is the lane index. The seed lengths used by the scheme are below 256
bytes and the requested XOF outputs are below 2'6 bytes, so this remains injective and length-
delimited for every implemented call. The concrete XOF primitive underneath XOFj is denoted
G, and the primitive underneath XOFs and X OF¢ is denoted F. For the reference and optimized
implementation families, we instantiate both G and F with the SM3-based pseudoXOF. In the
additional SHA3/SHAKE implementation family we use SHAKE128 for G and SHAKE256 for F.

Sampling distributions. We sample secret and public values in various uniform distributions.
Unless otherwise explicitly stated, we use little Endian for bit and byte addressing. As sampling
a single polynomial with n = 1024 can require multiple sequential iterations of a permutation,
this has the potential of creating a bottleneck. This is specifically the case for A and y where
a relatively large amount of random bytes are needed. To allow for more parallel processing
for A and y, we generate each block of 256 polynomial coefficients independently using domain
separation. We do not use this for s as only 2 or 3 bits per coefficient are required, so there is
only little impact on performance.

® DA(Sgnk:p): Deterministically expands the seed p to a uniformly random element of
Synk using an extendable output function. In total, the generation of A requires k

polynomials with n coefficients, each coefficient consisting of ¢, = 24 bits. We write
A = Zfz_ol A;(y) and A;(y) = Z?:_& i jy’. The sampling is done in two steps. First,

we generate the byte stream from p. For each polynomial we use the index ¢ and
the four lane indices as separate encoded fields. That is, the byte stream for A;(y) is
generated as B; o = XOFa(p, IntegerToBytes(i, 1), IntegerToBytes(0,1);768),...,B;3 =
XOFp(p, IntegerToBytes(i, 1), IntegerToBytes(3, 1); 768), each of the B; ; outputting 24 -
256/8 = 768 bytes. Second, we set a; ; = B; j+[35"] + B; j+[3j" + 1] - 28 + B; j:[35" + 2] - 26,
where j' = [j/256] and j” = j mod 256.

® Dy(Sqnk p" k): Samples a ring element whose coefficients are drawn independently and
uniformly from [—v1,71 — 1]. In total, the generation of y requires k polynomials with
n coefficients, each coefficient consisting of logy(27y1) bits. The counter x ensures that
each signing attempt uses a fresh, independent sample. We write y = Zf:_ol yi(y) and
vi(y) = Z;L;Ol &y, The sampling is done in two steps. First, form the attempt seed
o= p" || IntegerToBytes(x,4). For each polynomial we use the index ¢ and the four
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lane indices as separate encoded fields. That is, the byte stream for y;(y) is generated as
B; o = XOFs(p, IntegerToBytes(i, 1), IntegerToBytes(0, 1);log,(271) - 256/8),. .., B3 =
XOFs(py., IntegerToBytes(i, 1), IntegerToBytes(3, 1);logy(27y1) - 256/8), each of the B;
outputting logy(2v1) - 256 bits. Second, we set & j = B; jr[logy(271)7" : logo(271) (5" + 1)],
where B; jy/[a : b] denotes bit index a to b, including a and excluding b, j/ = |j/256] and
7" = j mod 256.

® Dy(Synk,p'): Samples a ring element whose nk integer coefficients are drawn indepen-
dently and uniformly from [—n,n7 — 1]. In total, the generation of s requires k poly-
nomials with n coefficients, each coefficient consisting of 8 = logy(2n) bits. We write
s = Z;:Ol si(y) and s;(y) = Z?;& iy . First, the seed p’ is used by XOFs to output the
k byte streams B; = XOF5s(p', IntegerToBytes(i, 1), IntegerToBytes(0, 1); 6n/8). Second,
we set 0;; = B;[0j : 0(j + 1)], where Bj[a : b] denotes bit index a to b, including a and
excluding b.

Rounding and dividing. As usual, integers modulo a power-of-two coefficient modulus @
are represented in the interval [—Q/2,Q/2 — 1]. For any power-of-two divisor m | @) and any
z € [-Q/2,Q/2 — 1], we can uniquely write © = z¢ + z1m mod Q, where z¢ € [-m/2,m/2 — 1]
and z1 € [-Q/(2m),Q/(2m) — 1]. This can be computed as 9y = z mod m and z; = (x —
x0)/m mod /m. We write the ambient modulus as a subscript on the rounding routines.
Having this in mind, we define

e HighBits (w,2v2) returns the ring element w1 = ((w— (w mod 272))/(272)) mod q/(272),
where each operation is applied coefficient-wise.

e Power2Round, (b, 2%) returns the ring element by = LowBits,(b, 2¢), where each operation
is applied coefficient-wise, as well as by = HighBits,, (b, 24). The exponent d, and hence
the modulus 2%, is defined as part of the parameter set.

e b= Lgﬂ returns the rounded ring element. For an implementation-level description, let
(x)g € {0,...,Q — 1} denote the unsigned representative of x mod @, and let ctrg(u) =
((u+ Q/2) mod Q) — /2 denote the centered representative. Coefficient-wise, compute
the rounded residue

u= ((t)q+q/(2p)) mod g, v=u>> (logyq—logyp) € {0,...,p—1}, b = ctr,(v).

Here > denotes an unsigned right shift; an implementation may keep v as the unsigned
representative of b mod p. Equivalently, an implementation targeting an environment
that guarantees arithmetic (sign-propagating) right-shift semantics for centered signed
representatives may add ¢/(2p), shift, and then reduce the result modulo p. Portable
C implementations should instead form the unsigned representative before shifting, since
right-shifting a negative signed integer is implementation-defined in C.

We refer to Algorithm 1 for algorithmic descriptions.

Public key compression. The public key stores only the high-order bits by of the LWR public
key b, obtained via Power2Round,,. During verification, the verifier must recover the high-order
bits w1 = HighBits, (w, 272) of the commitment w = Ay. However, since the verifier does not
know by, it can only compute the approximate value ngpmx =W+ cso + C%bo, which differs
from w + ¢so by the small quantity c%bo. If this perturbation causes a carry in the high-order
bits, the verifier would obtain the wrong value of wy. To correct for this, the signer includes a
compact hint vector h that encodes the coeflicient positions where carries occur, enabling the
verifier to recover wy exactly. That is, the hint encodes exactly the coefficient locations where
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Algorithm 1 Supporting algorithms for the signature scheme.

HighBits(r, m) MakeHintg(z, 7, m)
1: 7o <= r mod m 1: 71 < HighBitsg (1, m)
2: return ((r — o) /m) mod Q/m : v + HighBitsg (r + z, m)
3: return [ry # vi]

\V]

LowBitsg(r, m)

1: return r mod m UseHintg(h, r, m)
1: 71,79 < Power2Roundg(r, m)
Power2Roundg(r, m) 2. if h =1 and ry > 0 then
1: 1o < LowBitsg(r, m) 3: return (r; + 1) mod Q/m
2: r1 < HighBitsg(r,m) 4: else if h =1 and rg <0 then
3: return (r1, o) 5: return (r; — 1) mod Q/m
6: end if
7: return r

* The subscript @ denotes the ambient coefficient modulus. In this scheme, Power2Round,, calls LowBits, and
HighBits, with m = 2¢onbe Sp; the remaining routines use @@ = g and m = 2v,. All operations are extended
coefficient-wise to radical-ring elements and component-wise to vectors.

HighBits (w+cs2, 272) and HighBits, (w+csg +c%b0, 2,) differ. To account for this, the verifier
increments W/Approx if the hint coeflicient is set, adding 1 if its lower-order bits are positive, and
subtracting 1 if they are negative. We refer to Algorithm 1 for algorithmic descriptions of
MakeHint, and UseHint,, which are extended coefficient-wise to full ring elements.

Since ¢ and 279 are both powers of two with 2v9 | ¢, the decomposition into high-
order and low-order parts is a clean bit extraction. Unlike the prime-modulus case (as in
Dilithium [DKL™18] which later became the ML-DSA standard), there is no boundary anomaly
at ¢ — 1 and no need for the special-purpose Decompose subroutine, consequently, the hint
mechanism simplifies to a single carry-direction check.

As d increases we compress the public key more and more, increasing the failure rate of the
signing procedure. We select d heuristically, taking the largest value for which implementation
measurements show only rare rejections from the c%bo—bound test and the subsequent hint-
weight test. This choice has no impact on security and can be repeated with the reference
implementation.

Key and signature encoding. We serialize keys and signatures as packed byte arrays in
little Endian. Recall that we represent elements as signed integers in the description, but we
choose to pack and unpack the serialized unsigned integers. The byte string stores unsigned
representatives, and unpacking maps them back to centered signed representatives. This avoids
implementation issues with sign extension. For a sequence of b-bit coefficients (w;)o<i<n, define

Ency(a) = (271 =1 —a) mod 2° € {0,...,2" — 1}

and
Pack((w;)o<i<n,b) = Ency(wo) || ... || Ency(wn—1)

to be its serialization, where concatenation is defined such that wg is stored at the lowest
significant address and Ency(wp) mod 2 corresponds to bit 0. Unpacking applies the inverse
map Decy(u) = 2°~1 — 1 — u, returning coefficients in [—2b’1,2b’1 — 1]. For a ring element
w = Zf;&(Z?;é w; jy? )t € Sy With b-bit coefficients, define its serialization to be

Pack(w, b) = Pack((wo,;)o<j<n, ) || - - | Pack((wr—1,5)o<j<n, b) ,

again storing Pack((wo j)o<j<n,b) in the least significant addresses.
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e We define the serialization of the public key as
pkEncode(p, by) = p || Pack(by,logy(p) — d) .

The corresponding deserialization function is pkDecode(pk). The total size of the public
key is 64 + (logy(p) — d)kn/8 bytes.

e We define the serialization of the private key as

skEncode(p, K, tr,s1,s2,bo) = p || K || tr
|| Pack(s1, logy(2n))

|| Pack(s2, logy(21))
|| Pack(bog, d) .

The corresponding deserialization function is skDecode(sk). The total size of the private
key is 64 + 64 + 128 + (2log,(2n) + d)kn/8 bytes.

e The serialization of the signature requires encoding the hint vector, which is the out-
put of the MakeHint, function, consisting of kn binary coefficient positions, organized
as k polynomials with n coefficients each. We follow the approach of Dilithium/ML-
DSA [DKL"18] to encode the hint as w total coefficient indices, and k& indices to encode
when the next polynomial should be selected. As we have n = 1024, each coefficient index
needs log,(1024) = 10 bits for its representation. Therefore the total hint size is 10(w+k)/8
bytes, where we choose w such that 10(w + k) = 0 mod 8, i.e., (w+ k) = 0 mod 4. We call
this function hintEncode. The encoding is canonical: within each polynomial the encoded
hint indices are strictly increasing, the k delimiter indices are nondecreasing and lie be-
tween 0 and w, and all unused index slots after the last delimiter are zero. The decoding
routine sigDecode rejects any signature whose hint encoding is not canonical. We choose
w heuristically so that the chance of generating more than w hint coefficients is small. We
include macros in the reference implementation to validate these choices. The value of w
does not affect the security of the scheme, but reduces the signature size at the cost of
moderately slower signing.

Finally, we can define
sigEncode(¢é, z,h) = ¢ || Pack(z,logy(271)) || hintEncode(h) .

The corresponding deserialization function is sigDecode(c). The total size of the signature
is A/4 4 logy(2v1)kn/8 + 10(w + k) /8 bytes.

Hedged signatures. Asis common for modern signatures we allow both randomized and de-
terministic signatures by including a byte array rnd into the derivation function for the ephemeral
randomness. Setting rnd to a random value leads to randomized signatures, fixing it to a known
constant will result in a deterministic variant. For settings where physical side channel attacks
are a concern, the randomized version is recommended.

Fiat-Shamir with aborts loop. The Fiat-Shamir with aborts loop rejects when any of the
following conditions holds: ||z|lc = 71 = B, [[rollec = 72 = B, |lcIbolloc = 72, or HW(h) > w.
The first two conditions dominate the rejection probability and can be estimated analytically as
follows. One shows easily (e.g., see [LDK 22, Section 3.4]) that each coefficient z; of z satisfies
|zi| <y —pif and only if —y; +—0; < y; < v1— B — 0, where y; and o; are the corresponding
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coefficients of y and csy, respectively. As each of the kn coefficients of y is uniformly distributed
in [—v1,71 — 1], the probability that z passes the z-bound test is

0.777 for Octarine-128,
0.753 for Octarine-256,

%w—ﬁ%ﬂ>m_
0.653 for Octarine-512.

Pr[||z]|c <71 — 8] = ( 27

This probability does not depend on any secret data. Similarly, with the assumption that the
centered low bits rg = LowBits,(w + c¢s2,272) are uniformly distributed in [—72,72 — 1], the
probability of passing the low-bit test is

0.604 for Octarine-128,
0.568 for Octarine-256,

mw—6r4>“:
0.427 for Octarine-512.

Prlltoll <22 - 5] = (21252

As the success rate for rq is lower than for z, it is more efficient to do the rejection based on rg
first in the implementation. This way fewer computations have been completed when rejection
occurs.

Additionally, we can bound the absolute value of each coefficient of ciby by 47
¢ contains exactly 7 non-zero elements that are either 1 or —1, and each coefficient of bg lies
in [—29-1,29=1 _ 1]. This is a conservative coefficient-wise bound used in the correctness and
security estimates; for the parameter sets in Table 2, the bound equals 5 for Octarine-128 and
exceeds g for Octarine-256 and Octarine-512. This worst-case bound is nevertheless loose: it
corresponds to all 7 signed contributions aligning in the same direction, whereas typical keys
and challenges produce substantial cancellation in the sparse product. We therefore check the
contribution of the c%bo—bound and hint-weight tests empirically rather than inferring it from
this deterministic bound alone. In a run of the reference implementation generating 5000 sig-
natures each for Octarine-128, Octarine-256, and Octarine-512, the numbers of rejected iterations
caused by the c%bg—bound test were 0, 30, and 1, respectively, and the corresponding numbers
caused by the hint-weight test were 36, 32, and 8. The corresponding average numbers of loop
iterations, counting all rejection tests, were 2.10, 2.29, and 3.54, respectively. The lower count
for Octarine-512 than for Octarine-256 reflects that these empirical tails are governed by the
typical cancellation scale and by the chosen 75 and w, not by the linear worst-case bound alone.
In Table 2 we use the product

2d_1, since

1
Pr(||z]leo <71 = 6] Prl[rolloc <72 = ]

as an analytic approximation of the number of rounds required for completing the signing on
average. The empirical averages above are close to, and in this run slightly below, this two-test
estimate; the small residual rejection counts are within the variation introduced by the heuristic
uniformity assumptions and finite measurement sample.

Challenge generation. The function SampleInBall(¢) deterministically maps a hash digest ¢
to a challenge polynomial ¢ € Ry, with exactly 7 non-zero coefficients, each in {—1,+1}. The
seed ¢ is expanded with XOF¢. The sign-bit stream uses stream identifier 0 and counter 0;
the index streams use stream identifier 1 and a 32-bit counter. The algorithm is an inside-out
Fisher—Yates shuffle applied to the n integer coefficients of a polynomial in R, ,,. Since n = 1024,
each candidate shuffle index is read as a 10-bit word from the XOF stream and rejected unless
it lies in {0, ...,i}. We refer to Algorithm 2 for the full description.

The challenge entropy is log, (TTL) + 7 bits. This is the entropy of the uniform distribution
over all signed Hamming-weight-7 challenges. As we choose n = 1024, we can select smaller 7
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Algorithm 2 Sampling a challenge polynomial.

SampleInBall(¢)

1. c=(co,C1y..yCn_1) < 0

2: idx_ctr <~ 0

3: (S0y...,87—1) < XOFc(¢,IntegerToBytes(0, 1), IntegerToBytes(0,4); [7/8]) > Sample the
sign bits

4: (By,...,Br9) + XOFc(¢,IntegerToBytes(1, 1), IntegerToBytes(idx_ctr,4);80) > Sample
byte buffer for 64 indices

5: bitpos < 0

6: fori=n—7ton—1do

T do

8: if bitpos + 10 > 640 then

9: idx_ctr < idx_ctr +1

10: (Bo, - .., Brg) « XOF¢(¢ IntegerToBytes(1, 1), IntegerToBytes(idx_ctr,4);80)
11: bitpos <+ 0

12: end if

13: 7+0

14: for {=0to 9 do

15: j < j+2° bit(By,..., Brg;bitpos)

16: bitpos < bitpos + 1

17: end for

18: while (j > 1)

19: C; < Cj
20: Cj — (—1)Si—("—T)
21: end for
22: return c > Interpret as an element of Ry,

* The output has exactly 7 non-zero coefficients, each in {—1,41}. The algorithm is an inside-out Fisher—Yates
shuffle applied to the n integer coefficients of a polynomial in Rg,,. Since n = 1024, shuffle indices are sampled
as 10-bit words.

than Module-LWE proposals with n = 256, allowing to reduce the size of § and reducing the
number of aborts in the signing loop. We select 7 to be the smallest value such that the exact
challenge entropy is at least A; Table 2 reports the corresponding entropy values rounded down
to whole bits.

In the signature algorithms, ¢ is embedded into S, ;. as the constant component, i.e., ¢ :=
c(y) + Z?z_ll 0 - z'. This mimics the case of M-LWE where ¢ is a single ring element, not a

full module element. Thus, for s = Zf;ol s;z', multiplication by ¢ acts component-wise as

cs = Zf:_ol(csi)xi.

Verification conditions. We sketch why an honestly generated signature always passes ver-
ification. Recall from KeyGen (see Algorithm 3) that b = |[EAs;| € Sy, is the LWR
public key, so = As; — %b is the rounding error (so that As; — sy = %b), and (by,bg) =
Power2Round,, (b, 29).

During signing, the signer computes w = Ay and ro = LowBits,(w+csg, 272). The rejection
condition ensures ||rg|lcc < 72— /. Since ||cs2||oc < B by definition of 3, the addition of ¢sy could
not have caused carries in the high bits of w. Therefore it follows that HighBits, (w+csz, 272) =
HighBits (w, 272).
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During verification, the verifier computes

Wipprox = Az— clby - 24
A(y +cs1) — cl(b—by)
Ay +cso + C%bo

= W-l-CSg-i-C%bo,

using that As; —s9 = %b and the Power2Round,, decomposition b = by - 2¢ + by. The hint
h = MakeHintq(—c%bo, W+ cso + c%bo, 277) encodes the carry positions where c%bo affects the
high bits. Hence, UseHintq(h, W} .., 272) = HighBits,(w + cs2,272) = w1, and the verifier
correctly recovers wy and can compare its digest against the one received in the signature.

To ensure no malicious signatures are accepted, the verifier must check that ||z]|. < 71 — -
Allowing larger z will decrease the difficulty of the forgery, affecting the target security level.
The explicit check HW(h) > w is redundant if sigDecode enforces canonical hint encoding with
at most w indices, but we keep it in Verify for clarity.
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Algorithm 3 Octarine KeyGen, Sign, and Verify algorithms.

(pk, sk) < Octarine.KeyGen()

=

—_ =
= o

12:

. €« U(B%) > Sample initial seed
(pr s K) € B% x BYS x BY  Hige(; o] + |o/] + | K])

A« DA(Sq,n,kQ p)

S1 < Ds(Sq,n,k; P/)

t=As; € Sq,n,k

b= L%t] € Spnk > Rounded public value in Sy, , 1
So =1t — %b € Sy/pnk > %b = As; — s9, with derived sy bounded in [—%, % —1]
. (b1, bg) + Power2Round, (b, 2%) > Compress b € 5,
: pk < pkEncode(p, by)

o tr < Hy (pk;|tr])

: sk < skEncode(p, K, tr,s1,s2,bo) > K and tr are for use in signing
return (pk, sk)

o < Octarine.Sign(sk, M, rnd)

e e e e e

18:
19:
20:
21:

22
23

bo

(p, K, tr,s1,s2,bp) < skDecode(sk)
A« DA(Sq,n,kS P)
f 4= Huny (tr, M3 |pu])
P Hrhopp(K7 rnd, ;1 p"])
K40
(z,h) « L
while (z,h) =L do
Yy < Dy(sq,n,k; :0//7 "{)
w=A'y
w1 = HighBits (w,272)
¢ = Hen(p, wise])
¢ = SamplelnBall(¢)
zZ=Yy+cs
ro = LowBits,(w + ¢s2, 272)
if ||ro|loc > 72 — B OF ||Z||oc > 71 — 5 then (z,h) + L
else
h = MakeHintq(—clbo, w + cs2 + clbg, 292)
if ||cbolloc > 72 or HHW(h) > w then (z,h) « L
end if
end if
k=k+k
: end while
: return o = sigEncode(¢, z, h)

ol < Octarine.Verify(pk, M, o)

1:

,_.
e

(p, b1) < pkDecode(pk)

(¢,z,h) < sigDecode(o)

A DA(Sq,n,k’; :0)

tr < Hy (pk;|tr])

o= HmU(t""> M, |,U|)

¢ < SamplelnBall(¢)

W/Approx — Az — c%bﬂd

wi < UseHint,(h, Wiy 0 272)

& Hon(p, w15 12])

return [[||z]|cc <71 — f]] and [[¢ = & ]] and [[HW(h) < w]]
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5 Design Rationale

SIS-type assumption. The unforgeability of the scheme additionally requires a Module-SIS-
type assumption over S, 1. Specifically, one needs the hardness of finding a short non-zero
vector z € Sf] o such that Az = 01in S, ,, ;.. Both the RR-LWR and SIS-type assumptions can be
analyzed via standard lattice reduction attacks (see Section 6).

5.1 Criterion for Parameter Selection
The parameters of the scheme are g, p, n, k, 71, 72, 8, and w. Their roles are:

e ¢: the main modulus (power of two), controls the size of ring elements and the lattice
dimension for security.

e p: the LWR rounding modulus (power of two, p < ¢), governs the public key compression
of b.

e n, k: n is the base-ring degree and k is the radical extension degree. Together they
determine the total algebraic degree nk , which is the effective lattice dimension used in
the generic attack estimates. Increasing k increases the lattice dimension and thus the
security level, at the cost of larger keys and signatures.

e ~1: the masking range, must be large enough so that rejection sampling does not reveal
information about s1, yet small enough to keep signature sizes manageable.

e 7,: the low-order rounding range (power of two), determines the granularity of the HighBits
decomposition and the number of hint bits. A smaller 5 reduces the hint size but increases
the rejection probability.

e [3: the rejection bound, set as § = 7 - where 7 is the Hamming weight of the challenge
polynomial and 1 bounds the coefficients of s;.

e w: the maximum Hamming weight of the hint vector h.
The parameters are selected to simultaneously satisfy:

1. Correctness: The rejection conditions ||z|ec < 1 — f and ||ro|lec < 72 — 5 ensure that all
valid signatures pass verification.

2. Security: The hardness of the RR-LWR and SIS-type problems at the target security level
must hold for the chosen lattice dimensions and moduli. Concrete estimates are provided
in Section 6.

3. Efficiency: The expected number of signing repetitions (rejection rate) should be small,
and the resulting key and signature sizes should be compact.

5.2 Correctness and Rejection-Probability Analysis

The Fiat—Shamir with Aborts paradigm guarantees perfect correctness: every signature that
survives the rejection conditions in the Sign algorithm is accepted by the Verify algorithm with
probability 1. In other words, there is no analogue of a “decryption failure” event.

Lemma 1 (High-bit stability). Let m = 272 divide q, and let HighBits, and LowBits, be defined
coefficient-wise with low bits represented in [—v2,v2—1]. For ring elements a,e € Sy, i, suppose

ro = LowBitsg(a +e,m),  [[rolle <72 =8, lleflc < 5.
Then
HighBits,(a + e, m) = HighBits (a, m).
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Proof. It suffices to argue coeflicient-wise. Write
a+e=hm+ry (modq)

with 79 € [—7y2,72 — 1]. The assumptions imply that ro — e still lies in the same low-bit interval.
Hence
a=hm+ (rop—e) (mod q)

has the same high-bit component h as a + e. O

Lemma 2 (Hint correctness). Let m = 2vp divide g, and let MakeHint, and UseHint, be the
coefficient-wise algorithms from Algorithm 1. For ring elementsr,e € Sy, i, suppose |[eloc < Y2.
If

h = MakeHint, (e, r, m),

then
UseHint, (h,r,m) = HighBits,(r + e, m).

Proof. Again the statement is coefficient-wise. Write r = rim—+rg (mod ¢q), with ro € [—7v2, 72—
1]. If HighBits,(r,m) = HighBits,(r + e,m), then MakeHint, returns 0 and UseHint, returns
r1. Otherwise, since |e| < 79 = m/2, the perturbation can cross at most one decomposition
boundary. If 79 > 0, the only possible crossing is upward, and UseHint, returns r + 1. If
ro < 0, the only possible crossing is downward, and UseHint, returns 1 — 1. These are exactly
the high bits of r + e, modulo ¢/m. O

This is ensured by the four rejection conditions in the signing loop:

1. The condition ||z|s < 71 — 8 ensures that the response vector z remains within the range
accepted by the verifier.

2. The condition ||rgl|cc < 72 — B, where ro = LowBitsy(w + ¢s2,272), ensures that the
low-order bits are small enough so that HighBits (w + cs2,2v2) = HighBits, (w,2v2) by
Lemma 1.

3. The condition ||c%b0||OO < 72 ensures that the public-key-compression perturbation is
small enough for the coefficient-wise MakeHint, / UseHint, carry correction to be valid. In
the honest signing equation we apply Lemma 2 with the substitution r = w + cso + c%bo
and e = —c%bo.

4. The hint weight condition HW(h) < w bounds the number of carry corrections, ensuring
that the hint can be represented within the allocated space in the signature.

When all four conditions are met, the correctness argument in Section 4 shows that the verifier
recovers wi exactly.

The cost of this approach is that multiple loop iterations may be required before a valid
signature is produced. The expected number of repetitions depends on the ratio of the masking
range 1 to the rejection bound B and on the rounding parameter vo. Our parameters are
chosen so that the expected number of repetitions remains small (below 4) for all security levels.
Concrete values are listed in Table 2.

5.3 Other Considerations

Power-of-two modulus ¢q. The choice of a power-of-two modulus ¢ (as opposed to a prime
modulus as in Dilithium) brings several benefits:

e Simpler rounding: All rounding operations (Power2Round, HighBits, LowBits) reduce to
bit-shift operations, eliminating the need for modular reduction routines for these steps.
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o Compatibility with the KEM: The KEM uses the same power-of-two modulus ¢, so NTT
routines, CRT representations, and sampling infrastructure are shared between the two
schemes.

o Side-channel and fault protection: Operations involving powers of two are inherently
branch-free and have uniform timing, which aids constant-time implementation. Fur-
thermore, the power-of-two structure makes certain fault-injection attack scenarios easier
to reason about.

o Simpler security argument: With a power-of-two ¢, the RR-LWR assumption does not require
the technical “modulus switching” argument needed when ¢ is prime [BPRI12|, as the
rounding is directly a truncation of bits.

Challenge space and entropy. The challenge is sampled as a sparse polynomial ¢ € Ry,

with exactly 7 non-zero coeflicients in {—1,+1}, and is embedded into S, » as the constant 20

component. For s = Zf:_()l s;z', multiplication by c is therefore component-wise:

k—1

cs = Z(csz)x’

1=0

For the uniform distribution over all such signed Hamming-weight-7 challenges, the challenge
entropy is log, (TTL) + 7 bits. The SamplelnBall procedure in Algorithm 2 implements this distri-
bution by rejection sampling 10-bit shuffle indices for n = 1024.

6 Security Statements and Analyses

6.1 Theoretical Security
6.1.1 RR-LWR hard problem

Let n be a power of two and k a strictly positive integer. It can be shown that the polynomial
f(x) = (¥ —2)" +1 is irreducible [BRVW26, Lemma 1], implying that Q[z]/(f(z)) is a number
field and as such we can define a Ring-LWR problem over this number field. This is the number-
field analogue of standard LWR [BPR12], instantiated in the radical-ring representation used by
Octarine.

From the polynomial f(z) = (2% — 2)” + 1, we define the RR-LWR problem over the ring
of integers Ok of the number field K = Q[z]/(f(x)) = Q[a]. In contrast to Ring-LWE, an

LWR sample does not contain an independently sampled Gaussian error term; the noise is the
deterministic quantization error introduced by the coefficient-wise map

2 € Og/qOk — VH € Ok /pOx.

Via an explicit computation (e.g. using Dedekind’s criterion) one can verify that Ox = Z[«].
Thus the implementation ring

Sqnk = (Zglyl/(y" + Va]) /(" —y —2)
is simply a concrete coefficient representation of Ok /qOk.

Definition 2 (Search RR-LWR). Let ¢ > p > 2, let

Sq = Sqnk = (Zgll/ (" + D)) /(@* —y—2), S =Spnp
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and let Dg be a secret distribution over Sq. For a fized secret s € Sy, define the RR-LWR sample
distribution LW over Sq x Sp by sampling A < S, uniformly and outputting

S,q,p
( ’ \; > ’
q

where rounding is applied coefficient-wise in the y'z? basis. The search RR-LWR problem is: given
Nsamp independent samples from ng;‘gr, for s < Dg, recover s. The advantage of an algorithm
A is

AV T Dy (A) = PrIA((Ai, b)) = s].

9P, =1
Definition 3 (Decision RR-LWR). With notation as in Definition 2, the decision RR-LWR problem
1s to distinguish the following two experiments:

Real :  s< D5, (Ay,b;)« LI fori=1,..., Neamp,

Rand: A; < S;, b; < S, wuniformly and independently for i =1,..., Nsamp.
The advantage of a distinguisher A is
Adchj'”'IWr (A) = |Pr[A(Real) = 1] — Pr[A(Rand) = 1]|.

Py lUs :Nsamp

The decision RR-LWR assumption states that this advantage is negligible for all efficient distin-
guishers A.

Definition 4 (Decision key-generation RR-LWR). With notation as in Definition 2, the key-
generation decision RR-LWR problem is the one-sample decision problem for the expanded public-
key view of the signature key-generation algorithm in Algorithm 3, after the seeded public matriz
has been replaced by an explicit uniform element. A challenger outputs a pair in Sq x Sp,. In the
real experiment the pair is

KGRealy . p, = <A, VASD . A+ S, s« D,
q

and the random distribution is
KGRandy, = (A, u), A—S, u«S5),

with A and u sampled uniformly and independently. The distinguisher receives only the displayed
pair, and in particular does not receive the secret s. The advantage of a distinguisher A is

Advg;;jgggs (A) = [Pr[A(KGReal,, p,) = 1] — Pr[A(KGRand,,) = 1]| .

The following theorem states the representation reduction formally.

Theorem 3 (RR-LWR as transported-basis Ring-LWR over the radical number field). Let
q>p>2withp|q, let f(x) = (¥ —2)" + 1 be irreducible, and let K = Q[z]/(f(z)) = Q[c]
with Og = Z|a]. Let
Pq - Sq,n,k — OK/QOK

be the ring isomorphism induced by x — o and y — of — 2, and define @p analogously modulo
p. Let B={(a* —2)ad : 0 <i<n, 0<j <k} bethe Z-basis of Ok which is the image of
the monomial basis {y'z?} under ¢4, and let |-]z denote rounding from Ok /qOk to Ok /pOk
applied coefficient-wise in B. For any secret distribution Dg over Sy 1, any distinguisher A for
RR-LWR samples

(A, V’ASD € Synk X Spmks A Synp, s D,
q
against uniform samples yields a distinguisher B' for the corresponding decision Ring-LWR prob-

lem over Ok with rounding |-z, secret distribution pq(Ds), the same number of samples, es-
sentially the same running time, and the same advantage.

28



Proof. The maps ¢4 and ¢, are efficiently computable bijections because S, ,, » = Ok /qOk and
Spnk = Ok /pOx (the latter using Ox = Z[a]). The rounding operation used in RR-LWR is
coefficient-wise in the basis {y'2z’}, and ¢, maps this basis to B; thus by definition of |-]4, for

e\/ery z 6 Sq7n7k7

The reduction B’ receives Ring-LWR challenge samples (A;,b;) € (O /qOk) x (Ok /pOk) and
maps them to 3 B

(Ai,b;) = (0, (As), @, ' (7).
If the challenge samples are Ring-LWR samples with secret § = ¢,(s), then the mapped pairs

are exactly RR-LWR samples with secret s; if the challenges are uniform, the mapped pairs are
uniform because ¢4, ¢, are bijections. Hence B’ has the same advantage as A. O

We stress that Theorem 3 reduces RR-LWR to a Ring-LWR variant whose rounding is
coefficient-wise in the transported monomial basis B rather than in the canonical embedding.
For the concrete estimates, we account for the corresponding basis distortion through the linear
basis change L discussed below: its singular values opin(L) = Vnk and Omax(L) < CembVnk
(with the small constants Cemp tabulated below) show that canonical-embedding norm estimates
should be interpreted with at most a factor Cemp, distortion in the relevant secret/error norms.

From f it is easy to explicitly write down the nk roots as

rig = (691 4 2)/Mel

fori =0,....,k—1and j =0,...,n — 1, where &, is a primitive m-th root of unity. Define
an ordering of these roots such that rp, n./0 = T for m = 1,...,nk/2. Then the canonical
embedding of an element a(z) € K consists of the nk evaluations a(r;) for i = 1,...,nk.

To compare our RR-LWR instance with the usual canonical-embedding viewpoint, it remains to
account for the difference between sampling coefficient-wise in the basis y’2/ for i = 0,...,n—1
and j = 0,...,k—1 in our ring representation (Z,[y]/(y™ + 1)[z]) /(¥ —y—2) and the canonical
embedding of K. Note that this is a linear transformation L that can be obtained as the
composition of two linear transformations:

e the first transformation maps the basis y’z7 into the corresponding element b(z) = (¥ —

2)’z mod f(z) (recall that indeed y = ¥ — 2 in our ring)

e the second transformation is then the standard canonical embedding transformation map-
ping b(z) into [b(r;)]i=1.. nk. Note that this transformation is simply given by the Van-
dermonde matrix whose i-th row consists of the powers of 7/ for j =0,...,nk — 1.

To bound the maximum distortion introduced by sampling in the basis y’27 vs. in the canonical
basis, it suffices to look at the minimum and maximum singular value of the above transforma-
tion L. Recall that in the "ideal case" of 2-power cyclotomic ™+ 1, the minimum and maximum
singular value are the same, namely \/n. We have computed the singular values of the transfor-
mation L for k = 2,...,15 and for varying n and we find that the smallest singular value is vnk
(note that nk is the extension degree so this is optimal) and the largest singular value is a small
multiple CempV/nk depending on k: for k = 2, Cemp < 1.74, for k = 3, Cemp < 2.08, for k = 5,
Cemb < 2.41, for k =7, Cemp < 2.57 and for k = 15, Cemp < 2.79. This shows that sampling in
the coeflicient basis only incurs a minimal distortion vs. sampling in the canonical basis. As such
the secret distribution, expressed in the transported monomial basis used by Octarine, can be
compared with the usual canonical-embedding Ring-LWR viewpoint over a degree-kn number
field with only this bounded basis distortion. We can therefore estimate the hardness of the
resulting RR-LWR instance using generic lattice attacks in dimension kn.
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Finally, we note that since f(z) is irreducible, the ring structure is not that of the mul-
tivariate rings considered in the m-RLWE literature [PUTPPG15] and a sequence of follow-
up papers [PUTPPG16, APUPG17, PUTPG*21]. These works consider rings of the form
R,lx,y] = Zy[z,y]/(9(z), h(y)) where f and g are univariate polynomials defined over Z. The
m-RLWE problem was broken for certain choices of g, h in a paper from Bootland, Castryck and
Vercauteren [BCV20], in particular when the roots of both g and h lie in a number field whose
extension degree is smaller than deg(g) deg(h). As the ring modulus f(z) = (2% —2)" + 1 from
Equation (5) really defines a number field of degree kn, these attacks do not apply. While we
use the isomorphism from Equation (5) to make effective use of the ring structure, the lattice
problem is a transported-basis Ring-LWR problem over the univariate ring Sg, -

The above discussion gives the RR-LWR hardness assumption used in the signature proof be-
low. Only the key-generation distribution is needed for the signature scheme: there is no encryp-
tion challenge in the EUF-CMA or SUF-CMA experiments. The proof works in the expanded
public-key view (A, b;), where A is available explicitly and uniformly. The underlying RR-LWR
challenge is still the full pair (A, b); the reduction computes (b1, bg) = Power2Round, (b, 29),
gives only by to the adversary, and keeps by for extraction. The actual public key stores only
the seed p and regenerates A = Da(Syn k; p); replacing this seeded sampler by the expanded
uniform view costs at most the sampler distinguishing term Apa, which is zero when Dy is
modeled as an ideal random oracle.

6.1.2 Unforgeability of Octarine

We analyze the signature scheme in the random oracle model. All inputs to the random oracle
are encoded with fixed domain-separation labels and length-delimited strings, so that the calls
for key derivation, message representatives, signing randomness, and Fiat—Shamir challenges are
disjoint random-oracle domains. The adversary is given a public key and oracle access to the
signing algorithm. For each signing query, the randomized signing oracle samples a fresh value
rnd internally and returns Octarine.Sign(sk, M, rnd). The deterministic fixed-rnd variant has a
different repeated-query transcript distribution and is not the oracle interface used in the proof
below. In the EUF-CMA experiment the adversary wins if it outputs a valid pair (M*,o*) for
a message M* that was never submitted to the signing oracle. In the SUF-CMA experiment
the adversary wins if it outputs a valid pair (M*,o*) that is different from every pair returned
by the signing oracle. Thus SUF-CMA also rules out producing a second valid signature for a
previously signed message.

Let S; = Sy nk, and let all norms be coefficient-wise infinity norms in the signed coefficient
representation. Let

C. ={c € Ry, : c has exactly 7 coefficients in {—1,+1}}

be embedded into S, through the constant 2 component, as in Section 4. For a key pair, write

b= \f;ASJ‘ , b= b12d + by, As; — sy = ]%b

RR-MSIS relations. The SIS-type assumption used for unforgeability is the radical-ring
analogue of the module short integer solution problem, which we denote by RR-MSIS. In its
homogeneous form, an RR-MSIS instance over S, gives a public row a = (a1, ..., am) € Sy and
asks for a non-zero short vector x = (x1,...,7,) € S;* such that

m
Zaimi =0 (mod q).
i=1

Shortness is measured coefficient-wise in the signed representative of S;. The relations extracted
from Fiat-Shamir forgeries have the same structure, but with the public row and the target
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specialized to the verification equation of Octarine. In the EUF-CMA proof the target is self-
targeted: the adversary’s wy fixes the right-hand side and must be consistent with the random
oracle through ¢ = H(u || w1) and ¢ = SampleInBall(¢). In the SUF-CMA proof, subtracting two
accepting signatures with the same recovered wj cancels this target and leaves a homogeneous
RR-MSIS relation.

The following two bounds are the ones used for the unforgeability estimates in Table 2:
Beyr = max {’71 =B, 27+ 1+ 272‘1_1} ;

and
Bsyp = max {2(y1 — ), 4v2 + 2}.

The EUF-CMA extraction gives an inhomogeneous, self-targeted RR-MSIS relation: given
(A,b), find (i, 2, ¢ c,r,wy), where z,r € Sy, ¢ € {0, 1} and ¢ € C;, such that

¢ = SampleInBall(¢), ¢=H(p || wi),
with ||z||cc <71 — f and ||r||ec < Beyr such that

Az —clp—r= 27vow1  (mod q).
p

The short unknowns have 2kn + n coefficient positions, namely kn for z, kn for r, and n for the
constant-component challenge. In Table 2 we conservatively estimate the cost after embedding
the challenge into a full S, element, which gives the larger dimension 3kn. With this convention,
the SUF-CMA extraction gives the homogeneous RR-MSIS relation of dimension 2kn: given A,
find a non-zero pair (Az, Ar) € Sg with

1AZ|| 00 < 2(71 — B), |Ar]|0o < 472 + 2, AAz — Ar =0 (mod q).

Both problems are the radical-ring analogues of the MSIS problems used in the security analysis
of Fiat—Shamir with aborts signatures. The reductions below are stated in the classical random
oracle model. A QROM proof would require the additional Fiat-Shamir reprogramming analysis
used in QROM treatments of Fiat-Shamir with aborts signatures; we do not claim such a proof
here.

The reduction also separates the purely computational losses from the statistical losses of the
signing simulator. Let Agjm denote the maximum statistical distance, over the public keys in the
post-RR-LWR hybrid and over signing-query messages, between the distribution of an accepted
real signing transcript and the transcript output by the simulator. This term includes the
rejection-sampling conditions, the distribution of the low bits and high bits of Ay for bounded
y, and the canonical hint distribution. Let 2% denote an upper bound on the maximum point
probability of the simulated commitment high bits w;. These quantities are not discharged
by the RR-LWR or RR-MSIS assumptions themselves; for a concrete parameter set they must
be bounded separately, or treated explicitly as statistical assumptions in the concrete security
estimate.

Theorem 4 (EUF-CMA security). Assume that the key-generation RR-LWR problem of Defini-
tion 4 is hard for the secret distribution Dg, that the self-targeted RR-MSIS relation above is hard
for bound Bgyg, that H is modeled as a random oracle, and that the signing simulator satisfies
the statistical bounds Agm and 2~% described above. Then every adversary making at most Qg
random-oracle queries and Qg signing queries has advantage bounded by

Advigloh, (B1) + Aa + AdVEEIT(By) + (Qm + 127 + (Qu + Qs +1)°27 1

+Qs(Qu + Qs)2™" + QsAgim,
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where Ap is the distinguishing advantage for replacing the seeded public-matriz sampler by an
explicit uniform matriz, and where the point probability bound means that, for every fized digest
w and every fized value u, the sampled wi satisfies Pr[w; = u] < 27%.  The term (Qu +
Qs + 1)22_‘“‘ accounts only for collisions among distinct inputs to the first-stage message hash
M — H(tr || M).

Proof. The public key contains (p,b1), where p expands to A and b; is obtained from b =
|(p/q)As1]. First replace the seeded matrix Da(Sqnk;p) by an explicit uniform A «+ S, at
cost Ap. The key-generation RR-LWR hop is applied to the full challenge (A,b) € S, x Sp:
the reduction computes (by,bg) = Power2Round,(b,2), gives only the expanded public key
(A,b;) to the adversary, and keeps by for the later extraction step. By the key-generation
RR-LWR assumption, replacing b by a uniform element of .S}, changes the adversary’s advantage
by at most Advﬂgg;f,’bs. After this hop the reduction need not know a secret key. It answers
signing queries with the standard Fiat—Shamir with aborts transcript simulator. On a query
M;, it computes p; = H(tr || M;). If the same message is queried again, the simulator reuses
the same p;, as the real random oracle would. The bad message-digest event is only that two
distinct inputs tr || M # tr || M’ receive the same digest. For the current query, the simulator
samples an accepted verification transcript (¢;,z;,h;, wq ;) according to the public transcript
distribution and programs H(y; || w1 ;) = ¢&. It declares a bad event and resamples the transcript
if the point (p;, wi,;) was already fixed by a random-oracle query or by a previous simulated
signature, including an earlier signature on the same message. These bad events contribute
the (Qu + Qs + 1)227 1" and Qs(Qu + Q5)2~ terms in the theorem statement. Conditioned
on avoiding them, the transcript distribution differs from real signatures by at most Agm per
signing query. In particular, the accepted response hides s; by the usual rejection sampling
argument: for each coefficient, the condition ||z|l« < 1 — /5 selects an interval of the same
length for every possible coefficient of ¢s;. The analogous low-bit and hint distributions depend
on the distribution of Ay when y is sampled from the bounded signing distribution rather than
uniformly modulo ¢; any deviation between the real and simulated low-bit, high-bit, and hint
distributions is accounted for in Agim.
Let (M*,0*) be a valid forgery in the simulated experiment, and write

o* = sigEncode(¢*, z*, h*), ¢* = SamplelnBall(¢"), w* =H(tr || M™).

Verification computes
v = Az" — c*gb12d
p

and recovers a value wj from UseHint,(h*, v*,2v,). Since the signature verifies, the random
oracle value at (p*,wy) is ¢*. If this oracle input was never queried before the forgery was
output, the adversary guessed an independent |¢|-bit random-oracle value. The theorem uses
the conservative bound (Q + 1)271% for this final challenge-guessing event.

It remains to handle the case where the query (u*, w}) appears in the random-oracle tran-
script. From the definition of UseHint,, for every accepting signature there is an element ey € S,

with |l€}|cc < 272 + 1 such that

Az — ¢ Ip2d = 2v9w] + €} (mod q).
p

Using b = b12¢ + by, this becomes
Az* — c*%b =2vw] +1r* (mod q),

where 7
r* =ej — c*=by.
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Because ¢* has Hamming weight 7 and every coefficient of bq lies in [-2971, 291 — 1], we have

~ P

C*qboH < g7'2d_1.

Therefore
I loo < 272 + 1+ ]%TTH, 12" ]loo < 71 — B-

The tuple (u*,z*,¢*, c¢*,r*, wy) is thus a valid solution to the self-targeted RR-MSIS relation
because ¢* = H(p* || w]) and ¢* = SampleInBall(¢*). Since ¢* € C; is non-zero, the extracted
relation is non-trivial. Any EUF-CMA adversary with non-negligible success therefore gives a
solver for this self-targeted RR-MSIS problem, except with the random-oracle guessing, message-
digest collision, programming, and simulation losses already stated. O

Theorem 5 (SUF-CMA security). Under the assumptions of Theorem /, and assuming in
addition that the homogeneous RR-MSIS relation above is hard for bound Bsyp, Octarine is
SUF-CMA secure. More precisely, the bound of Theorem / is augmented by

Advrr-msiS(B?))’

q,Bsur

for the homogeneous RR-MSIS problem with bound Bsyf.

Proof. Every SUF-CMA forgery on a message that was never signed is already an EUF-
CMA forgery, so Theorem 4 applies. It remains to consider a fresh valid signature on a
message M for which the signing oracle previously returned one or more valid signatures
o) = sigEncode(&Y),20), h(@)). Let the forged signature be

o* = sigEncode(¢*, z*, h*).

Let po = H(tr || M), and let w7} be the high bits recovered by verifying o*. If w7 is different from
every recovered high-bit value ng ) of the previously returned signatures for M, then (u, wy) is
fresh with respect to the programmed signing points. The proof of Theorem 4 therefore gives
either a self-targeted RR-MSIS solution or a random-oracle guessing event.

We may therefore restrict attention to the case where wi = ng ) for some previously returned

signature o¥). Since the random oracle is consistent,
& =H(p || w}) =H(u || W) =&,

Thus also ¢* = ¢l = SampleInBall(¢*).
For o) and the forged signature, the verification equation gives elements egf),ez €Sy
satisfying
Az0) — +Ipod = 299wT + eﬁf) (mod q)
p

and 7
Az* — c*z;b12d = 2vw] +e; (mod q),

with ||e§Lj)||oo, lei ]l < 272 4+ 1. Subtracting these two equations cancels the public-key term
and the target:

A(z* —29)) — (ef — egj)) =0 (mod q).
Moreover, ‘
Iz =29l <201 = B), e — e lloc < 472 +2.

Thus | |
(Az, Ar) = (z* — Z(J),ez _ eg))
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is a solution to the homogeneous RR-MSIS relation with bound Bsyk.

It remains only to see that the solution is non-zero. If Az = 0, then the same value
v = Azl — ¢*(q/p)b12% is used in both verifications. For fixed v and fixed recovered high
bits w7, the hint vector accepted by UseHint, is determined coefficient-wise. The signature en-
coding is canonical: unused hint indices must be zero, indices inside each polynomial are strictly
increasing, and the decoder rejects non-canonical encodings. Hence the same &, z* = z(9), and
w7 force the same h and therefore the same signature bytes. This contradicts freshness in the
SUF-CMA experiment. Consequently the extracted RR-MSIS solution is non-zero. O

6.1.3 Beyond-unforgeability properties

The challenge seed carried in an Octarine signature also gives the binding mechanism used in the
BUFF analysis of Fiat—-Shamir signatures [CDF*20]. BUFF security refers to properties beyond
ordinary unforgeability: malicious-strong universal exclusive ownership (M-S-UEQO), where one
signature should not verify under two adversarially chosen public keys possibly for two different
messages; message-bound signatures (MBS), where one signature under a fixed public key should
not verify two different messages; and non-resignability properties, where a signature on an
unknown message should not allow producing a related signature under a different public key
for that same unknown message.

Subsequent work showed that the original strong NR formulation and the corresponding
proof strategy for the BUFF transform are too strong in general, and introduced a weakened
achievable formulation [DFHS24]. The currently available positive result for the BUFF structure
proves weak-NR in an idealized model for high-min-entropy message distributions [DFH™24].
The statement below therefore claims the ordinary BUFF ownership properties in the random-
oracle model, and only the corresponding weak-NR property in that idealized high-min-entropy
setting. The explicit canonical-decoding condition is important in the malicious-key setting:
weak or malformed public keys are precisely where BUFF ownership properties can fail [DS24].

Let

Hgurr(pk, M, w1) = Hep (Huu(Hye (pks [tr]), M3 |ul), wi; |¢])

denote the composed challenge hash, with the fixed output length used for ¢. Each of Hy,,
H, and Hep, uses the domain-separated, length-delimited encoding specified in Section 4. The
actual algorithms compute tr = Hy (pk; [tr]), g = Hmu(tr, M;|u]), and ¢ = Hgupe(pk, M, w1);
the value ¢ is included in the signature and verification explicitly checks that the same digest is
obtained from the recovered wi. Thus the BUFF digest is already present in the Fiat—Shamir
challenge seed, and no generic transformation or extra signature component is needed.

Theorem 6 (BUFF properties). Assume that public-key decoding accepts only canonical byte
encodings and that the domain-separated, length-delimited encoding of (pk, M,w1) is injective
for every accepted public-key byte string. In the random oracle model, every adversary making
at most Qg random-oracle queries has M-S-UEO and MBS advantage bounded by

(Qmr +6)? (2*“?”\ 4ol Qf\a) ,

which is at most 3(Qu + 6)2271% when the intermediate hash outputs are at least |&| bits. In
particular, the exclusive-ownership family covered by M-S-UEQO also covers the S-CEO and S-
DEO notions of [CDF* 20]. In the idealized weak-NR model of [DFH" 24/, for high-min-entropy
message distributions, the same challenge binding gives Octarine the weak-NR property established
for the BUFF structure. We do not claim the original strong NR notion of [CDF' 20).

Proof. We view the hash calls in Hgyrr as random-oracle calls. Collision resistance of the
composed challenge hash is therefore the corresponding random-oracle collision event; when two
composed outputs are equal, the collision can be extracted by walking the chain through Hy,,
H,, and the final Hg, call.
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Consider first an adversary that outputs a single signature o = sigEncode(¢, z, h) that ver-
ifies for two tuples (pki, M1) and (pke, Ms), where the public keys may be maliciously chosen.
Verification first decodes the public-key bytes; by assumption, non-canonical encodings are re-
jected and every accepted public key has a unique byte representation. It then parses the same
¢, recomputes the challenge ¢ = SamplelnBall(¢), recovers high bits wy ; and w2 from the two
public-key views, and accepts only if

¢ = Hpurr(pk1, M1, w1,1) = Heurr(pk2, M2, w1 2).

For M-S-UEO the experiment has pki # pko and allows My # Mo; for MBS it has pk; = pko and
M, # Ms. With injective encodings of all accepted triples (pk, M, w1), either winning event
therefore gives a collision of the underlying random oracle somewhere in the composed hash
chain, except with negligible probability. The same M-S-UEO statement implies the weaker
exclusive-ownership variants S-CEO and S-DEO. The Qg + 6 term in the theorem counts the
adversary’s oracle queries together with the at most six random-oracle evaluations needed to
recompute the two three-step challenge-hash chains in the winning check.

For non-resignability, the above collision argument is not by itself a proof of the original
strong NR notion: that notion is known to be unachievable in the generic BUFF setting, and
the original proof path has a gap [DFHS24|. Instead we use the weaker formulation proved for
the BUFF structure in the idealized hide-and-seek model [DFH*24|. The Octarine signature
already contains the BUFF challenge digest

¢ = Heurr(pk, M, w1),

and verification recomputes it from the public key, the message, and the recovered high bits.
In the hide-and-seek view, the base signature component is the native Fiat—Shamir response-
and-hint data (z,h) together with the deterministic verifier reconstruction of wy; the appended
BUFF digest is the challenge seed ¢, which Octarine already stores rather than adding as a
second signature component. Thus the inputs exposed to the idealized weak-NR game are
the BUFF tuple (pk, M,w;) with digest ¢. For messages drawn from the required high-min-
entropy distribution, a successful re-signing attack therefore gives either message prediction, an
underlying random-oracle collision, or a break of the weak-NR game analyzed in [DFH"24]. [

6.2 Practical Security
6.2.1 Physical Security

The signing algorithm uses the long-term signing key and is therefore the primary target for
side-channel attacks. Given the similarity in the high-level Fiat—-Shamir-with-aborts structure,
such attacks are expected to resemble those studied for ML-DSA [RCDB24|. At the same
time, several design choices in Octarine are intended to simplify hardened implementations.
In particular, the use of power-of-two moduli makes sampling, rounding, decomposition, and
bit-selection operations naturally compatible with fixed-time implementations based on shifts,
masks, and additions. These operations are also well suited to masking-based countermeasures,
as they avoid the additional complexity typically introduced by arithmetic modulo an odd prime.

We therefore expect the overhead of countermeasures such as masking to be lower for Octarine
than for ML-DSA. This expectation is consistent with previous work on masking Dilithium,
which observed that replacing the prime modulus by a power-of-two modulus can substantially
reduce masking overhead [MGTF19]. A detailed side-channel evaluation of Octarine is left as
future work, but its power-of-two arithmetic and regular sampling procedures provide a favorable
starting point for constant-time and masked implementations.
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7 Performance Evaluation

7.1 Arithmetic Implementations

The ARCANE suite deliberately does not prescribe a single polynomial-multiplication strat-
egy for either the KEM (Mithril) or the signature scheme (Octarine). Polynomial products
may therefore be implemented using schoolbook multiplication, Karatsuba, Toom—Cook, NTT-
based methods, Kronecker-style techniques, or any other approach that is suitable for the target
platform. This is an implementation choice rather than part of the specification, and gives
implementers the flexibility to select the arithmetic algorithm that best matches the available
hardware, performance objectives, memory constraints, and hardening requirements.

Both schemes use power-of-two moduli for their specified arithmetic. This makes reduction
modulo the scheme modulus particularly simple and keeps rounding, packing, and decompo-
sition operations close to bit extraction. Moreover, the Octarine modulus has roughly twice
the bit length of the Mithril modulus. This relation is useful for shared software and hardware
implementations: a datapath dimensioned for the larger Octarine coefficients can naturally ac-
commodate Mithril arithmetic as well, while smaller subroutines can often be reused inside the
larger-degree Octarine computations.

Although the specified moduli are powers of two, implementations may still use auxiliary
NTT primes internally. For example, a product in Zg, [z]/(z"+1) can be computed by lifting the
inputs to signed integers, mapping them to an auxiliary prime field Z,, performing a negacyclic
NTT multiplication modulo 7, and then reducing the recovered integer result modulo gx. The
auxiliary prime 7 should support the required negacyclic transform length; in the usual setting
this means that 7w contains a primitive 2n-th root of unity, equivalently 7 = 1 (mod 2n). It
must also be large enough that the relevant integer convolution coefficients do not wrap around
modulo 7. For Mithril, where the scheme modulus is in the 12-16 bit range, a single 20-31 bit
NTT prime is typically sufficient.

The same idea applies to several small products in Octarine. The challenge polynomial ¢ is
a sparse element of the base ring and is embedded into the constant component of the radical
ring; multiplication by ¢ therefore acts component-wise on the k base-ring components. Products
such as ¢s1, ¢s2, and cbg have small coefficient growth because ¢ has Hamming weight 7 and the
coefficients of s1, s9, and by are bounded. Consequently, these products can often be evaluated
using the same auxiliary-prime NTT infrastructure as the KEM arithmetic, provided that the
chosen prime supports the Octarine base degree. If the KEM prime was selected only for the
smaller Mithril transform length, an implementation can instead choose a compatible shared
prime for the largest required transform length, or use a separate smaller auxiliary prime for
these challenge products.

The larger Octarine products, in particular Asi, Ay, and Az, require more care. These are
products in the radical ring

Sapk = (Zap W]/ (" + 1)) 2]/ (2" —y - 2),

and are implemented as structured combinations of negacyclic base-ring multiplications. Since
gp = 2%, the coefficients of y and z are roughly 20 bits, and n = 1024, a single 32-bit aux-
iliary prime does not in general provide enough dynamic range to recover the integer product
coefficients without wraparound. A natural solution is therefore to use two auxiliary NTT
primes w1 and 7. The inputs are lifted to signed integers, reduced modulo each ;, multiplied
independently in

L [y (" + 1),
and the results are recombined by CRT modulo M = mime. If M is larger than twice the
relevant signed coefficient-growth bound, the CRT result uniquely recovers the integer product
coefficient, after which it is reduced modulo ¢p.
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For the Octarine parameter sets, the intended coefficient-growth bounds suggest that a prod-
uct of two sub-32-bit NTT primes is sufficient: a modulus product in the rough range of 56-60
bits covers the dominant Ay and Az products, including the accumulation over the radical-ring
components. This also makes it possible to choose one of the two primes to coincide with the
auxiliary prime used for Mithril, provided that this prime supports the largest transform length
required by the shared implementation. In this way, the KEM arithmetic can be reused directly
as one branch of the two-prime CRT computation for Octarine.

Concretely, for each auxiliary prime m;, an implementation computes the required base-ring
products in the NTT domain modulo 7;. Additions, subtractions, component products, and the
structured accumulations induced by the relation z* = y + 2 are all performed independently
modulo m; and modulo me. The inverse CRT recombination need not be applied after each
individual base multiplication. Instead, the implementation may keep all intermediate accumu-
lations in the two-prime representation and recombine only after the full radical-ring product, or
even after an entire matrix product, has been completed. This amortizes the CRT cost, which
is particularly beneficial for Octarine because the products by the public object A dominate the
arithmetic cost as the radical extension degree k grows.

Finally, the two auxiliary-prime branches can share essentially the same software structure.
In a Montgomery implementation, the arithmetic layer can be parameterized by the prime
m;, the corresponding Montgomery constant —m; ' mod R, and the precomputed NTT roots of
unity. The control flow, transform structure, pointwise multiplication routines, and accumulation
logic remain otherwise unchanged. Thus, the same implementation framework can support
both auxiliary primes with only minor parameter changes, reinforcing the overall objective of
arithmetic reuse across the ARCANE family.

7.2 Performance Analyses

The cost profile of Octarine is determined by the fixed base ring, the radical extension degree, and
the rejection loop in signing. All three parameter sets use n = 1024 and g = 224, while the radical
extension degree is k = 1,2, 5 for Octarine-128, Octarine-256, and Octarine-512, respectively. The
expected numbers of Fiat—Shamir-with-aborts iterations are approximately 2.1, 2.3, and 3.6.
Thus the relevant performance quantities are the amount of pseudorandom material expanded
into ring coefficients, the cost of products by the public object A, and the cost of the subsequent
challenge products.

Sampling and expansion. The principal non-arithmetic costs come from expanding pseu-
dorandom output into coefficient representations. The public object A is deterministically gen-
erated from the seed p and, in the radical-ring representation, consists of k£ polynomials with n
coefficients modulo ¢. Since ¢ = 224, public coefficients are obtained by fixed-width decoding of
the output stream rather than by rejection sampling. The masking element y is sampled in each
rejection-loop iteration from [—v1,v1 — 1], so its expansion cost is multiplied by the expected
number of signing attempts.

For A and y, the sampling specification divides each polynomial into four domain-separated
streams, each corresponding to a block of m/4 coefficients. This gives four independent
extendable-output-function evaluations and four independent coefficient-decoding streams per
polynomial; it is a regular, domain-separated construction, not a data-dependent sampling pro-
cedure. In contrast, s is sampled only once during key generation and uses only log,(2n) bits
per coefficient. The stored rounding-error component so is not sampled independently: it is
derived from As; and the rounded public value during key generation.

The challenge polynomial ¢ generated by SampleInBall has Hamming weight 7. The mea-
sured implementations nevertheless use regular NTT-domain multiplication for the following
products by ¢, rather than a multiplication rule whose memory accesses or control flow depend
on the sparse support of c.
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Products by the public object. The main arithmetic operations in the three algorithms
are

Asq, Ay, Az.

These products are evaluated over signed integer lifts and two auxiliary NTT prime fields. For
u € {s1,y,z}, the computation can be viewed abstractly as

Au = red, CRTy, r,( INTT,, (A 0 @0)),

R (8)
INTT,,(A® & a®) > ) :

where the superscript indicates reduction to the corresponding auxiliary prime field, the hats de-
note NTT-domain representations, and red, denotes reduction back to the signed representative
modulo ¢g. This is valid when w7y covers the relevant integer coefficient-growth bound. Here
® denotes the structured NTT-domain product and accumulation induced by multiplication in
the radical ring, rather than a single component-wise product.

In a direct view, multiplication in the radical extension produces k output components and
involves a structured combination of base-polynomial products. Optimized implementations may
exploit the reduction relation z¥ — y — 2 and reuse prepared representations, so the following
expression should be read as an explanatory model rather than an exact cycle formula:

Ca(k) = Q(kCNTT + M (k)Cpt + kCINTT) + kCcrr, (9)

where M (k) = O(k?) in the direct radical-ring view. The model separates the two auxiliary
prime fields, the transforms of the & components, the component products and accumulations,
and the final CRT recovery. It explains why products by A are expected to be the principal
arithmetic operations as k increases, while leaving exact costs to the measured implementation
results.

Challenge products. Products by the challenge polynomial have a different structure. The
challenge c is a single base-ring polynomial embedded into the constant component of the radical
ring, so multiplication by ¢ acts component-wise on

S1, S2, bOa bl-

In the measured implementations, c is transformed once and then used in regular component-wise
NTT products. After this transform, the cost of a challenge-product group is therefore roughly
linear in k, and it avoids the cross-component public-product structure present in products by
A.

Algorithm-level decomposition. At the level of the three main algorithms, this gives the
following coarse decomposition:

CKeyGen = Cseed + Cpy + Cp,, + Ca(k) + O(kn), (10)
Csign ~ Cpre + TFs <CDy + Ca(k) + Cu; + CsamplemBal + Ce-prod

+ CMakeHint) + Chacks (11)

CVerify = Cunpack + Cpa + CA (k) + CsamplemnBall + Ceby hint + Chash- (12)

Here rpg denotes the expected number of rejection-loop iterations. The terms multiplied by rrg
are the per-attempt operations in the rejection loop, including operations that are reached only
after the earlier rejection tests pass; the final signature encoding cost Cpack is incurred once after
an accepting iteration. The term C(. proq collects the challenge products with sg, s1, and bg in the
signing loop. The term Cep, nine includes the challenge product with by, the corresponding high-
bit reconstruction, and the hint application in verification. The terms Cp, and Cp,, include the
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cost of expanding pseudorandom output into ring coefficients. The implementation results in the
next subsection test this decomposition by separating whole-function timings from instrumented
stage timings.

7.3 Performance Test

Experimental setup. All software measurements in this section were obtained on one core of
an Intel Xeon E5-2686 v4 processor reported at 2.30 GHz by /proc/cpuinfo. The machine has
3.8 GiB of RAM and ran Ubuntu GNU /Linux with Linux kernel 7.0.0-1006-aws on x86_64.
The compiler was gcc 15.2.0. Benchmarks were run serially, with each benchmark process pinned
to a single CPU. Each individual run reports the median of 1000 measured executions, and the
unit reported by the harness is cycles/ticks.

The build configurations were as follows. The reference implementation using provided
pseudoXOF was compiled at -03 with the reference Makefile warning flags; see the table be-
low. The SHA3/SHAKE AVX2 implementation uses the same AVX2 arithmetic flags as the
provided-pseudoXOF AVX2 implementation, with the SHA3/SHAKE backend and four-way
Keccak support.

Implementation Compiler flags

Reference pseudoXOF  -03, plus reference Makefile warning flags

AVX2 pseudoXOF -03, -mavx2, -mbmi2, -flto
-fno-semantic-interposition, -funroll-loops
-fno-inline-functions-called-once, plus warning flags

ML-DSA AVX2 -03, -mavx2, -mpopcnt

-march=native, -mtune=native

The ML-DSA comparison implementation was the official CRYSTALS-Dilithium AVX2 im-
plementation, checked out at git commit

6e00625c5b29f516c6de973fe2ee2fbb150973£9.

Performance of reference and AVX2 implementation with pseudoXOF. Table 3 first
reports the whole-function cost of the submitted implementations. The two implementations
use the same pseudoXOF interface, so this comparison isolates the contribution of the AVX2
arithmetic and packing layers under the submitted hash interface.

Table 3: Whole-function performance of the reference and AVX2 implementations using pseu-
doXOF. Values are median cycles/ticks; speedup is Reference/AVX2.

Parameter set Operation Reference AVX2 Speedup

Octarine-128  KeyGen 896744 496 887 1.80x
Sign 2369061 1131795 2.09x
Verify 1062976 493150 2.16 %
Octarine-256  KeyGen 1757081 922466 1.90x
Sign 4754636 2337069 2.03%
Verify 2086376 964220 2.16x
Octarine-512  KeyGen 4711052 2216628 2.13x
Sign 17112796 8337111 2.05x%
Verify 5511306 2336848 2.36 %

Tables 4-6 give the corresponding instrumented breakdowns. The stage measurements are
reported as medians for the same serial benchmark run and should be read as stage-level mea-
surements rather than as an exact additive reconstruction of the whole-function medians.
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Table 4: Octarine-128 using pseudoXOF breakdown. Values are median cycles/ticks; speedup is
Reference/AVX2.

Stage Reference AVX2 Speedup
KeyGen total 900817 498804 1.81x
KeyGen random/hash 29735 27545 1.08 %
KeyGen DA and preparation 283 242 272794 1.04x
KeyGen D, 53941 48 889 1.10x
KeyGen As; 389988 29000  13.45x
KeyGen hash/store 125275 115794 1.08x
Sign total 2367737 1135682 2.08x
Sign prepare A 397040 272558 1.46x
Sign unpack/transform secret 170301 17947 9.49%
Sign hash pu, p”’ 64508 59 844 1.08x
Sign Dy 659362 613577 1.07x
Sign transform y 225517 24109 9.35%
Sign Ay 332398 33370 9.96 x
Sign w; /challenge hash 46 401 40955 1.13x
Sign SampleInBall and transform 134865 34276 3.93x
Sign c¢s2 and check 147580 15512 9.51x
Sign cs1 and check 73656 7707 9.56x
Sign cbg and hint 74574 8538 8.73 %
Sign pack signature 7314 3754 1.95%
Verify total 1064732 495839 2.15x
Verify unpack/check 4837 1491 3.24 %
Verify prepare A 283158 273427 1.04x
Verify Az 388774 28892  13.46%
Verify SamplelnBall and transform 67795 17318 3.91x
Verify unpack hint 844 635 1.33x
Verify cb; and high bits 131036 14665 8.94 %
Verify hash compare 170207 157216 1.08x

Table 5: Octarine-256 using pseudoXOF breakdown. Values are median
Reference/AVX2.

cycles/ticks; speedup is

Stage Reference AVX2 Speedup
KeyGen total 1798146 920670 1.95%
KeyGen random /hash 29799 27754 1.07x
KeyGen Da and preparation 566443 548733 1.03x
KeyGen Ds, 71356 65731 1.09x
KeyGen As; 876 998 61067  14.36%
KeyGen hash/store 216116 199375 1.08x
Sign total 4875423 2340256 2.08x
Sign prepare A 812532 549 769 1.48x%
Sign unpack/transform secret 356 823 36 009 9.91x
Sign hash p, p”’ 64937 60251 1.08x
Sign Dy 1413432 1301403 1.09x
Sign transform y 473736 50484 9.38%
Sign Ay 816 980 71473  11.43%
Sign wi /challenge hash 140254 125440 1.12x%
Sign SampleInBall and transform 154201 45 286 3.41x
Sign cso and check 230142 23994 9.59%
Sign cs1 and check 152426 15309 9.96 x
Sign cbg and hint 154134 16 892 9.12x
Sign pack signature 12727 8809 1.44x
Verify total 2147015 959 349 2.24x
Verify unpack/check 12142 3015 4.03x
Verify prepare A 566 007 549 382 1.03x
Verify Az 877855 60561  14.50x
Verify SampleInBall and transform 77550 22792 3.40%
Verify unpack hint 2049 1531 1.34x
Verify cb; and high bits 276 043 30060 9.18x
Verify hash compare 305710 282061 1.08x
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Table 6: Octarine-512 using pseudoXOF breakdown. Values are median cycles/ticks; speedup is
Reference/AVX2.

Stage Reference AVX2 Speedup
KeyGen total 4697799 2223798 2.11x
KeyGen random/hash 30080 28 054 1.07x
KeyGen Da and preparation 1441244 1401922  1.03x
KeyGen Ds; 178394 163880 1.09x
KeyGen As; 2541761 169657  14.98x
KeyGen hash/store 465667 430248 1.08x
Sign total 17134788 8319675 2.06x
Sign prepare A 2051675 1400079 1.47x
Sign unpack/transform secret 898 403 91148 9.86 %
Sign hash p, p”’ 64779 60492 1.07x
Sign Dy 5773898 5361874 1.08x
Sign transform y 1794 654 194953 9.21x
Sign Ay 3991001 318462  12.53Xx
Sign w1 /challenge hash 589284 532365 1.11x
Sign SampleInBall and transform 302 456 134714 2.25%
Sign csg and check 790 328 79 662 9.92x
Sign cs1 and check 399837 38966  10.26 %
Sign cbg and hint 396 684 42337 9.37x
Sign pack signature 30870 18845 1.64x
Verify total 5496 793 2343033 2.35%
Verify unpack/check 14960 8124 1.84x
Verify prepare A 1441628 1403678 1.03x
Verify Az 2531417 169927 14.90%
Verify SampleInBall and transform 101761 45093 2.26 %
Verify unpack hint 4393 3162 1.39x
Verify cb; and high bits 701161 75916 9.24x
Verify hash compare 682770 625908 1.09x

The breakdown supports the decomposition from the previous subsection. The large products
by A, namely As;, Ay, and Az, obtain roughly one order of magnitude speedup in the optimized
arithmetic. The same is true for the regular NTT-domain challenge products. In contrast, stages
dominated by the pseudoXOF interface and final hash reconstruction improve only slightly. This
explains why the whole-function speedups in Table 3 are about 2x, even though the dominant
arithmetic stages are accelerated much more strongly.

Performance comparison using SHA3/SHAKE. Table 7 compares the SHA3/SHAKE-
based AVX2 implementation of Octarine with the AVX2 implementation of ML-DSA. The com-
parison is made between parameter sets with nearby, rather than exactly matching, security
levels: Octarine-128 is compared with MIL-DSA-44, and Octarine-256 with ML-DSA-87. We
omit Octarine-512 from this table, since it targets a substantially higher security level than any
ML-DSA parameter set. Lower values indicate better performance.

Table 7: Octarine vs. ML-DSA using SHA3/SHAKE AVX2 implementations. Values are median
cycles/ticks; bold marks the faster median.

Comparison Operation Octarine AVX2 ML-DSA AVX2 Faster median

Octarine-128 vs. ML-DSA-44 KeyGen 79994 87164 Octarine, 1.09x
Sign 204 968 203781 ML-DSA 0.994 x
Verify 102704 91568 ML-DSA 0.89x

Octarine-256 vs. ML-DSA-87 KeyGen 153377 236020 Octarine, 1.54x
Sign 383428 433228 Octarine, 1.13x
Verify 190 885 234677 Octarine, 1.23%
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A SageMath Script

A.1 Security estimates

We estimate the concrete hardness of the RR-LWR instance using the lattice-estimator frame-
work of Albrecht et al. [APS15]. Specifically, we use the lattice estimator implementation from
malb/lattice-estimator, commit be81b18.

The classical and quantum bit-security estimates as well as the refined attacks as reported
in Table 2 can be reproduced by running the following script in the lattice-estimator repository.
In order to obtain the security estimates for the 512-bit security level one needs to increase the
upper bound on the blocksize by adjusting this value in estimator/conf.py to

max_beta = 3500

from estimator import *
from sage.all import binomial, log
q = 2%%24
n = 1024
etal28 = 4
eta = 2
sig128 = {
"q"t g,
"p": q / (2%etal28),
"n": n,
"k": 1,
"eta": etal28,
"gammal": 2x*18,
"gamma2": 2x*x17,
"tau": 16,
"d": 11,
"omega": 79,
"Xs": ND.UniformMod (2*etal28)
¥
sig256 = {
"q": q,
"p": q/(2*eta),
"n": n,
"k": 2,
"eta": eta,

"gammal": 2*x*x19,

"gamma2": 2x*18,

"tau": 36,

"d": 13,

"omega": 210,

"Xs": ND.UniformMod (2*xeta)
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https://github.com/malb/lattice-estimator/commit/be81b183195fb0d62fd882c65620237c6218b981

35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

69
70
71
72
73
74

76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91

eta = 2
sigb12 = {
9" q,
"p": q/(2*eta),
"n": n,
"k": B,
"eta": eta,

"gammal": 2%x%x21,

"gamma2": 2%x%x20,

"tau": 87,

g 14,

"omega'": 399,

"Xs": ND.UniformMod (2*eta)
}

def evaluate_params (params):

q = params["q"]
) = params["p"]
n = params["n"
k = params["k"]
gammal = params["gammal"]
gamma2 = params["gamma2"]
tau = params["tau"]
eta = params["eta"]
d = params["d"]
omega = params/["omega"]
beta = tau*eta # Max size of challenge (in absolute value)
Xs = params["Xs"]
Xe = ND.UniformMod (2*xq/(2*p))
assert (q/(2*p) == eta) # If this is not true, then c#*s2 needs to be
handled separately
print (’beta = > + str(beta))
lwe = LWE.Parameters(
n=k*n,
q9=9,
Xs=Xs,
Xe=Xe,
m=k*n,
tag="LWE"
)

LWE.estimate (1lwe)

zeta = max ((gammal-beta), 2*xgamma2 + 1 + q/p*2**x(d-1)x*tau)
print (zeta, gammal-beta, 2*gamma2 + 1 + q/p*2**x(d-1)*tau)
selftargetmsis = SIS.Parameters(

n=k*n,

=9,

length_bound=zeta,

m=3*kx*n,

norm=+Infinity,

tag="SIS"
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print(’selftargetmsis (forgery)’)
print (selftargetmsis)
SIS.estimate(selftargetmsis)

zeta_ = max (2*(gammal-beta), 4*gamma2 + 2)
print (zeta_, 2*(gammal-beta), 4*xgamma2 + 2)
msis = SIS.Parameters(

n=k*n,

9=9,

length_bound=zeta_,
m=2*k*n,
norm=+Infinity,
tag="SIS"

print (’msis (strong unforgeability)’)
print (msis)
SIS.estimate (msis)

# Compute (approximate) rejection probabilities and expected number
of tries

prob_z = ((2*x(gammal - beta) - 1) / (2*gammal)) ** (kxn)

prob_r0 = ((2x(gamma2 - beta) - 1) / (2*xgamma2)) ** (k*n)

prob_acc = prob_z * prob_r0

E_tries = float(l1/prob_acc)

print ("E_tries = " + str(E_tries))
# Only second-preimage resistance is required
challenge_entropy = log(binomial(n, tau) * 2**xtau, 2)

print ("Challenge entropy = " + str(int(challenge_entropy)))

# Figure out the size of the prime for NTT operations
coefficient_size = 1

coefficient_size *x= 2 # taking into account sign for y and z
if k¥ > 1:

coefficient_size *= 3 # for contribution of (y+2)
coefficient_size *= g-1 # coefficient size of A
coefficient_size *= gammal-1 # coefficient size of y and =z
coefficient_size *= n # summing across polynomial
coefficient_size *= k # summing across matrix
print ("max coefficient bit length = " + str(float(log(

coefficient_size ,2))))

# Compare the conservative bound for q/p*c*b0 against gamma2.

print ("q/p*cb0: " + str(q/p*taux*x2*x(d-1)))
print ("gamma2: " + str(gamma2))
print ("conservative ||q/p*cbO||_infty bound < gamma2: " + str(q/p*

tau*2*x*x(d-1) < gamma?2))

# Sizes

print ("sk (bytes): " + str(int(64 + 64 + 128 + 2*k*nxceil (log(2*eta
» 2))/8 + kxnxd/8)))

print ("pk (bytes): " + str(int(64 + kxn*(ceil(log(p, 2)) - d)/8)))

print("sig (bytes, without h): " + str(int (64 + k*n*log(2*gammal,hb2)
/8)))
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146
147
148

evaluate_params (sigl128)
evaluate_params (sig256)
evaluate_params (sigb12)

B Checking List

The following is the checking list prepared according to the submission requirements document,
to facilitate locating the relevant contents.

e 1. Algorithm Description

Complete algorithm operation processes: Section 4, especially Algorithm 3.

Digital signature algorithms KeyGen, Sign, and Verify: Section 4, especially
Algorithm 3.

High-level description of key generation, signing, and verification: Sec-
tion 2.1.

Mathematical notation and basic definitions: Section 3.1.
LWE /LWR background and formulas: Section 3.2.
Radical-ring structure and formulas: Sections 3.3 and 3.4.

Structured multiplication over the radical ring: Section 3.4, especially Equa-
tion (6).

Algorithm-instance parameters for all security-strength levels: Section 4,
Table 2.

Parameters for Octarine-128, Octarine-256, and Octarine-512: Section 4,
Table 2.

Private-key, public-key, and signature sizes: Section 4, Table 2.

Repetition values and security estimates in the parameter table: Section 4,
Table 2.

Sampling, randomness, seeds, hash /XOF use, and input/output handling:
Sections 3.1 and 4.

Tables supporting the algorithm description: Section 2.3, Table 1; Section 4,
Table 2; and Section 7, Tables 3-7.

Algorithm specification: Section 4, especially Algorithm 3.

. Design Rationale

Main design ideas and rationale: Sections 1, 2.1, and 5.

Mathematical hard problem: Sections 2.3, 3.4, and 6.1.1.

RR-LWR as the underlying assumption: Sections 1, 2.1, 3.4, and 6.1.1.
SIS-type assumption for unforgeability: Sections 2.3 and 6.1.2.
Criterion for parameter selection: Section 5.1 and Table 2.

Choice of radical-ring structure: Sections 1, 2.1, 3.4, and 5.1.

Choice of n, k, p, ¢, 1, d, T, X\, 71, V2, B, and w: Table 2 and Section 5.1.

Use of power-of-two moduli and uniform sampling: Sections 1, 2.1, 5.1,
and 5.3.
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Correctness and rejection-probability analysis: Section 5.2.
Other design considerations: Section 5.3.

Relation to existing work and comparative rationale: Section 2.2.

e 3. Security Statements and Analyses

Security statements of the algorithm: Sections 2.3 and 6.
Theoretical security: Section 6.1.

RR-LWR hard problem: Section 6.1.1.

Unforgeability of Octarine: Section 6.1.2.

Security model and security proof: Section 6.1.2, Theorems 4 and 5.
Random-oracle-model security analysis: Sections 2.3 and 6.1.2.
Practical security: Section 6.

Complexity of known classical and quantum attacks for each instance:
Section 2.3, Table 1; Section 4, Table 2; and Appendix A.1.

Security estimates for key recovery and unforgeability: Section 2.3, Table 1;
Section 4, Table 2; and Appendix A.1.

BUFF properties: Section 6.1.3.
Reproducible security-estimation script: Appendix A.1.

Physical security: Section 6.

e 4. Performance Evaluation

Performance analyses: Sections 7.1 and 7.2.

Arithmetic implementation analysis: Section 7.1.

Reference implementation arithmetic: Section 7.1.

AVX2 implementation arithmetic: Section 7.1.

Sampling and expansion cost analysis: Section 7.2.

Radical-ring product cost analysis: Section 7.2.

Operation-level performance analysis: Section 7.2.
Communication and storage cost analysis: Table 2 and Section 7.2.

Performance test results for all algorithm instances on popular 64-bit PC
processors: Section 7.3.

Detailed configuration of implementation platforms: Section 7.3, Experimen-
tal setup. The document specifies the CPU, clock rate, instruction sets, operating
system, compiler, implementation language, and benchmark method.

Whole-function performance results for KeyGen, Sign, and Verify: Sec-
tion 7.3, Tables 3 and 7.

Reference and AVX2 performance results: Section 7.3, Table 3.
Arithmetic breakdown results: Section 7.3, Tables 4-6.

SHA3/SHAKE AVX2 whole-function performance results: Section 7.3, Ta-
ble 7.

Comparison with Dilithium AVX2 implementation: Section 7.3, Table 7.

e 5. Feature Statements

Feature statements, including innovativeness, simplicity, flexibility, com-
patibility, extensibility, and performance advantages on variant platforms:
Section 1.
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